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 Abstract. With the  advancement  of Internet technologies, network security concerns are growing exponentially. One of
 the most difficult issues of network security is keeping it safe. To detect and identify any malicious behavior the network,
 many security techniques were deployed. Intrusion Detection Systems (IDS) is one of the most frequent strategies for
 mitigating the effects of these attacks. Reconnaissance is a common attack  in  computer networks  in which the  attacker
 gathers as much information as possible about the target before conducting an attack. Machine Learning (ML) classifiers
 are commonly used to distinguish between normal and abnormal network traffic.  In this paper, a Reconnaissance attacks
 detection is an exam with the following ML classifiers: Adaptive Boosting (AdaBoost),  Gradient Boosting, cat Boosting,
 and  eXtreme  Gradient  Boosting (XGBoost)  to determine the most effective  classifier  in identifying  Reconnaissance
 attacks. Evaluation  metrics used are accuracy, precision, F-measure True Positive. The experiment on the UNSW-NB15
  dataset shows that the cat Boosting classifier is superior to the XGBoost, AdaBoost and Gradiant Boosting.x

INTRODUCTION

 The significance of computer networks has risen as central information  systems in  modern  life  during  the last  few 
  years [1] [2][3]. Computer networks [4] [5] [6] have grown in size,  application,  and architecture, exposing them to a
  variety of major risks, including malicious activity, network invaders, and network criminals [7] [8]. Combating these
  harmful network activities is one of the world's top priorities and most important research areas right now.  To secure
  data from unauthorized access, data protection and analysis are required. Because of the vast amount and rapid speed
 of data, traditional detection methods are unable to detect attacks quickly  [9] [10],[11],[12],[13],[14],[15]. Therefore,
 several approaches have been proposed to protect data and networks  from  the attacks such as [16],[17],[18],[19],[1],
 [20],[21], [22].  The IDS is the most  promising  method  of  protecting  the network from various complex intrusion
 activities. The IDS differentiates between intrusive and normal network activities by categorizing data into
different .groups

Reconnaissance  attacks, access attacks, and denial-of-service attacks are all   examples of  network  attacks [23]. An 
illegal   user's  effort  to  find  and  map  network  system   devices,  services  available   on  those  devices,  and  the
vulnerabilities of those systems is described as a reconnaissance attack. It's also  referred  to  as  data  gathering.  The
malicious intruder will usually start by pinging the victim machine to see  which  IP  is active  and  responsive.  As a
result, the intruder may be able to learn what processes or ports are active on the active IP. The intruder searches the
application ports using the active IP information to identify the program kind and edition, as well as the kind and
edition of the operating system running on the victim machine. 

3
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IDS has proposed by Anderson J P in 1981 [24]. IDS detects network traffic features and automatically sends a 
warning when it detects an attack. According to detection methods, IDS is classified as signature-based IDS (SIDS) or 
anomaly-based IDS (AIDS) [25][26]. SIDS determines whether network traffic is an attack by retrieving records from 
the signature database of known attacks. AIDS makes a decision. Learning the features of normal network traffic 
allows one to distinguish between current network traffic and normal network traffic. AIDS can be developed based 
on statistical knowledge or ML. IDS based on machine learning can detect both known and unknown attacks more 
effectively [27]. 

Attacks can be effectively managed and classified using ML classifiers. ML classifiers are the enhancement of a 
computer's learning process that is based on its own experiences rather than being programmed. This paper 
investigates the performance of AdaBoost, Gradient Boosting, cat Boosting, and XGBoost ML classifiers, for 
classifying intrusion. To compare the performance of the ML classifiers, metrics such as accuracy, precision, F-
measure, and True Positive, were used.  

The following is the rest of this paper: Section 2 goes over the background of AdaBoost, Gradient Boosting, cat 
Boosting, and XGBoost ML classifiers and IDS, Section 3 goes over the proposed model, evaluation metrics, and 
dataset used for performance comparison analysis, Section 4 goes over the experimental results, and Section 5 
concludes the paper. 

BACKGROUND 

For tracking and analyzing network traffic for abnormalities, ML classifiers have been used.. There are three kinds of 

ML anomaly detection approaches supervised, unsupervised, and semi-supervised [28].  

Machine Learning classifiers 

Several ML classifiers that are being tested  for Reconnaissance attack detection, some of these classifiers are: 

Gradient Boosting 

Gradient boosting [29] new models are generated progressively from a bad model ensemble in order to reduce the loss 

function with each new model The gradient descent method is used to find this loss function. When the loss function 

is utilized, each new model fits the observations better, improving total accuracy. Boosting, on the other hand, must 

be stopped at some point, or otherwise the model will look to be overfit. A prediction accuracy level or a maximum 

number of models produced might be utilized as a stop condition. 

Adaptive Boosting (AdaBoost) 

The Adaptive Boosting (Adaboost) Classifier [30] is an ensemble classifier whose main task is to fit a sequence of 

weak learners to over again changed types of the data, such as models that are marginally better than random 

guessing. To make the final prediction, all of their predictions are combined using a weighted majority vote or sum. 

Cat-Boost 

Another machine learning algorithm that predicts class labels accurately is the Cat-Boost classifier. Cat-Boost is an 

implementation of Gradient Boosting Decision Trees that uses binary decision trees as base predictors. [31],[32].  

 eXtreme Gradient Boosting (XG Boost) 

XGBoost Algorithm produced by P. Deven and N. Khare [22], XGBoost is one of the boosted tree algorithms [16], it 

follows the concept of gradient boosting [29]. Gradient boosting is a type of supervised machine learning that aims to 

accurately predict an objective variable by combining the predictions of many poorer models [20]. XGBoost is yet 

another tree model, a common data mining tool that is fast and efficient. The XGBoost model will compute ten times 

faster than the Random Forest model. The XGBoost model was built using the additive tree strategy, in which a new 

tree is added in each stage to supplement the trees that have already been built. As more trees are built, the accuracy 

improves overall. The conclusion is the weighted sum of each tree's predictions or the best linear combination of all 

decision-making bodies 
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Intrusion Detection System 

Intrusion is described as harmful behavior that aims to disrupt the security policy of a network by endangering the 

confidentiality, credibility, or availability of any network device. There are three different forms of IDS. HIDS 

(host-based intrusion detection systems), NIDS (network-based intrusion detection systems), and hybrid-based 

intrusion detection systems (HIDS) [25]. The HIDS's goal is to monitor the computer system's internal activities. 

The goal of the NIDS is to dynamically track network traffic logs in real-time. It intends to do so to detect any 

potential network intrusion. The detection mechanisms based on an IDS are classified into three types. [25][33]: 

Intrusion detection systems include tools like misuse detection, anomaly detection, and hybrid IDS. A set of 

predetermined signatures or criteria used to detect known threats is called as misuse detection. The technology 

simulates the detection of unknown attackers. It accomplishes this by determining whether the device's current state 

is normal. Both known and unexpected intrusions are detected by hybrid intrusion detection systems. 

PERFORMANCE EVALUATION 

Evaluation Model 

The objective of the proposed model is to compare performance. of AdaBoost, Gradient Boosting, cat Boosting, and 

XGBoost ML classifiers for Reconnaissance attacks detection. The following are the steps for constructing the 

models: 

1. UNSW-NB15 Dataset pre-processing: Null values are removed, and categorical data are converted to 

numerical form. 

2. constructing a classifier model based on training data for AdaBoost, Gradient Boosting, cat Boosting, and 

XGBoost  

3. Based on the testing dataset, build a test classifier model. 

4. compute accuracy, precision, F-measure, and true positive 

5. Discover the perfect classifier for detecting reconnaissance attacks.  

Performance Evaluation Metrics 

The following metrics are used to evaluate the proposed model's efficiency level. These metrics are precision, 

accuracy, F-measure, and True Positive. [34]. The confusion matrix is displayed in Table.1 
Table 1. Confusion matrix 

 Predicted 

Normal Attack 

Actual Normal TP FN 
Attack FP TN 

Accuracy=(TP+TN)/(TP+TN+FP+FN)                                                                                                                         
Precision=TP/(TP+FP) 
F-Measure =(2*Precision*Sensitivity )/(Precision +  Sensitivity) 
Sensitivity =TP/(TP+FN) 
True Positive  =TP/(TP+FN) 

Dataset  

The tcpdump program is used to capture 100 GB of raw network traffic using the IXIA PerfectStorm product (pcap 

files). To make packet analysis easier, each pcap file is 1000 MB in size. Argus and Bro-IDS approaches were used to 

create 49 features with the class label, and 12 procedures were completed. There are two sections to this dataset: 

training and testing. There are 175,341 records in the training set and 82,332 records in the testing set, which can be 

attack or normal. The nine types of attacks performed against the UNSW-NB15 dataset are analysis, backdoor, DoS, 

Exploits, Fuzzers, Generic, Reconnaissance, Shellcode, and Worms. As indicated in Table 2, the relevant attacks in 

the UNSW-NB15 data set are divided into nine kinds.[35]. 
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Table 2. UNSW-NB15 Set attacks. 

 

 Table. 3 provides a list of features found in the UNSW-NB15 dataset.  
 

Table 3.UNSW-NB15 Dataset features  

 

EXPERIMENTAL RESULTS 

The selected ML classifiers for detecting Reconnaissance attacks on the UNSW-NB15 dataset are AdaBoost, 

Gradient Boosting, cat Boosting, and XGBoost. The experiments are carried out using Python on a 3.40 GHz i7 CPU 

with 6.0 GB RAM. The output of four classifiers is then evaluated using a variety of evaluation matrices, including 

precision, accuracy, F-measure, and True positive. The obtained results are shown in Table.4. 
Table 4. Result 

 Accuracy Precision F-measure True Positive 

Gradient Boost  98.04 97.33 93.57 90.08 

Ada Boost 99.68 99.00 99.00 99.00 

Cat Boost 99.80 99.20 99.36 99.53 

XG Boost 99.01 98.67 96.81 95.02 

 

In terms of accuracy, Precision, F-measure, and True positive, the results in Table 4 show that the cat boost classifier 

performs admirably over the other classifiers. Figure 1 depicts the accuracy of various Boosting ML classifiers. 

Figure 2 depicts the precision of selected Boosting ML classifiers, Figure 3 depicts the F-measure, and Figure 4 

depicts the true positive. 
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 FIGURE 1. Accuracy 

 
FIGURE 2. Precision 

 
FIGURE 3. F-measure  

 
FIGURE 4. True positive 

                         

CONCLUSIONS 

Reconnaissance attacks have been detected using AdaBoost, Gradient Boosting, cat Boosting, and XGBoost 

classifiers. These classifiers were evaluated using the UNSW-NB15 dataset. To compare the performance of the 

classifiers, accuracy, precision, F-measure, and true positive are used. Experiment results show that the cat boost 

classifier is the best for detecting Reconnaissance attacks in terms of Accuracy, Precision, F-measure, and true 

positive. 
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