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What if we could travel without passport? First sight to blockchain-based
identity management in tourism
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ABSTRACT
Blockchain technology, as a distributed digital ledger, enables users to control their
credentials without being breached by third parties. From a tourism perspective, it
allows tourists to pass through checkpoints and/or bookings without waiting and
having to go through third-party transactions. Hence, this paper aims to discuss
traditional identity management (IdM) system challenges and what blockchain
might offer as a counterpoint to conventional travel experiences within the
tourism domain. We have tried to identify challenges, issues, and implementation
areas of IdM in the tourism industry domain.

ARTICLE HISTORY
Received 6 February 2023
Accepted 19 June 2023

KEYWORDS
Identity management; digital
identity; blockchain
technology; smart contracts;
digital travel

Introduction

The core architecture of blockchain technology is an
incorruptible and decentralized digital ledger that
has started transcending several operational services,
business transactions, and technological practices of
many companies across the globe. This new architec-
ture protects assets and sets organizational bound-
aries among the various parties involved in business
agreements, contracts, and transactions. The under-
lying technological system establishes and verifies
identities and chronicles events. Simply put, block-
chain platforms govern interactions among compa-
nies, organizations, communities, stakeholders, and
even nations (Gupta, 2017). For instance, blockchain
technology establishes trust in transactions through
a network of computers among different stake-
holders. Records of transactions or the ownership
status of assets are simultaneously available to all
the members of a blockchain platform.

Blockchain technology, which has recently become
“in vogue” in the tourism industry, has the potential to
significantly transform the industry (Treiblmaier et al.,
2021; Willie, 2019). It is predicted in the near future
that blockchain technology will benefit tourism by
increasing the accessibility and availability of

resources, strengthening business structures, and
increasing access to information without relying on
a central authority (Valeri & Baggio, 2021). A
growing number of tourism companies (e.g. mostly
travel organizations such as LockChain) are starting
to place greater emphasis on the adoption and
implementation of blockchain systems (Pilkington,
2017). This operational change has also caught the
attention of various academic communities (e.g.
travel, transportation, finance, healthcare, etc.);
researchers are also showing a growing interest in
developing an in-depth understanding of block-
chain’s underling technology and mechanisms in
their research endeavors. However, there is still a scar-
city of knowledge and understanding around block-
chain technology that hinders academic research
and practical application within the entire hospitality
and tourism fields. This is mostly because the regulat-
ory sandbox and other bureaucratic dynamics are not
fully clear and established for all the parties involved
in hospitality and tourism companies (i.e. vendors,
OTAs, technology providers, hotels, dining establish-
ments, etc.).

There are various papers in the existing literature in
context of blockchain technology that focus on
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tourism marketing (Antoniadis et al., 2020; Coita &
Ban, 2020), destination (Nam et al., 2021; Tyan et al.,
2020; Pilkington, 2017), overall tourism industry
(Rana et al., 2022; Valeri & Baggio, 2021; Kwok &
Koh, 2019; Önder & Treiblmaier, 2018) and potential
use cases in tourism (Önder & Gunter, 2022; Balasu-
bramanian et al., 2022; Treiblmaier, 2020; Kizildag
et al., 2019). However, given that the blockchain is a
broad technology that begins with a 1.0 digital cur-
rency and progresses to a 3.0 digital society (Huang
et al., 2020), Treiblmaier (2022) proposed that appli-
cations be focused on to better comprehend its
impact on tourism. In this context, the blockchain-
based identity management system (IdM), which has
been mentioned in various studies (Erceg et al., 2020;
Rashideh, 2020; Line et al., 2020; Melkic & Cavlek,
2020; Dogru et al., 2018) but has not been investigated
in depth, is the main subject of this paper.

Traditional IdM systems are managed from a
central location and are vulnerable to cyberattacks.
According to the US Federal Trade Commission
(2022), 5.7 million cases of fraud were reported in
2021, with identity theft accounting for 1.4 million
of these cases. The cases of reported identity theft
span a range of categories, including email, credit
card, and driver’s license. Due to all the fraud cases,
$5.9 billion was lost. In terms of tourism, tourists
may be faced with the disclosure of their credentials
when making a booking on the internet (Rejeb &
Karim, 2019). Even if they do not encounter such a
problem, they must go through lengthy procedures
to get through passport control at the airport
(Tarlow, 2006). Taking these issues into account, a
more trustworthy and user-centric IdM system can
be developed using the distributed ledger technology
provided by the blockchain. A recent study conducted
by IBM (2022) showed that the economic value of
digital identities will be equivalent to 3%–4% of the
US GDP ($1 billion) in 2030 due to blockchain’s
capacity to lower fraud in IdM.

Previous studies on blockchain-based IdM have
highlighted potential benefits such as preventing
unauthorized access, reducing waiting times, redu-
cing intermediary errors, and providing more
effective verification (Aydar et al., 2019; Jamal et al.,
2019). Mamun et al. (2020) proposed a blockchain-
based digital identity system that utilizes bio-infor-
mation for individuals and implemented it using
Ethereum smart contracts. The system met all the cri-
teria for an identity system and prevented unauthor-
ized access to personal data, ensuring privacy.

Furthermore, the unique architecture of blockchain
technology enables identity management to be
applied in various fields such as education, healthcare,
agriculture, and finance (Liu et al., 2020). For instance,
Khurshid et al. (2021) designed and tested a block-
chain-based IdM system called “MediLinker” that
enables patients to have more control over their
data. The results showed that the proposed system
could facilitate more reliable sharing of health infor-
mation and improve identity verification processes
in clinical operations, as control would be in the
hands of patients. In a different study focusing on
the problems of inconsistency, tampering, and theft
caused by the existing information management
system in agricultural supply chains, a blockchain-sup-
ported data management system was proposed. The
proposed system demonstrated that information
related to agricultural products (such as storage and
transportation) and consumers (such as credit infor-
mation) could be effectively protected through dis-
tributed files (Yang & Sun, 2020).

Taken all together, our contribution is multifold.
First, we seek an answer to two fundamental questions:
(1) What are the challenges of the current identity man-
agement system in the context of tourism? (2): What
benefits can blockchain offer to the tourism industry
and travel experiences via identity management? In
so doing, we also try to shed light on potential ways
in which blockchain technology can revolutionize
businesses and redefine the operations of hospitality
and tourism companies in the future. Specifically, we
look at blockchain technology and its architecture
broadly and discuss the areas of implementation in
the core business culture of tourism firms. We also
introduced the concept of IdM with various examples.
Then, the challenges of the current IdM in the context
of tourism were investigated in three different stages:
pre-travel, travel, and destination. Lastly, several sol-
utions offered by blockchain to overcome these chal-
lenges were analyzed, and how blockchain-based
IdM systems and processes can be used in tourism
were discovered. Our study attempts to contribute to
all of these fronts by contributing to the current but
very limited extant literature in academia as well as
highlighting the functionality of the blockchain
phenomenon and IdM for tourism companies.

Blockchain platforms

Global conventional business culture is mostly carried
out by third-party organizations. This situation brings
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about controlled data and information from third-
party organizations. At this point, blockchain technol-
ogy, which by nature is non-centralized, is developed
to eliminate third-party organizations control of the
data and information (Yli-Huumo et al., 2016). In a dis-
tributed, decentralized blockchain system, as shown
in Figure 1, data is not managed from a center.
Instead of this, data is simultaneously shared among
nodes (Gamage et al., 2020). Blockchain is a technol-
ogy based on the Satoshi Nakamoto-initiated Bitcoin
cryptocurrency (Di Pierro, 2017). In a way, blockchain
technology, which acts as a public ledger in which
committed transactions are stored (Zheng et al.,
2018), gives assurance that the transaction record
cannot be retrospectively changed (Zhang et al.,
2020a). According to Davidson et al. (2016, p. 1),
blockchain is “an information and computation tech-
nology (an ICT) – as a software protocol based on cryp-
tography”. On the other hand, there are several
characteristics that make the blockchain special. For
instance, validity, persistency, auditability (Viriyasita-
vat & Hoonsopon, 2019), transparency, determined-
ness, and safety (Drescher, 2017) Besides these
features of blockchain technology, Lin and Liao
(2017) recommend six basic components:

. Decentralized: The data is saved by being distribu-
ted instead of stored in one center.

. Transparent: The records and updates of data in the
blockchain can be verified.

. Open Source: The data may be used and checked by
anyone.

. Autonomy: The data may be transferred and
updated without a center being necessary.

. Immutable: The saved data can be stored
permanently.

. Anonymity: The data transfer and transaction can
be completed without identification.

When considering the features of blockchain that
have been described, the key advantage is that data
and transactions cannot be destroyed (Golosova &
Romanovs, 2018). Also, eliminating transaction costs,
automating various activities, assisting in the develop-
ment of decentralized applications, reducing the
transaction time, allowing access to everyone, includ-
ing various transactions such as smart contracts and
code, and permanent storage of these transactions
are among the main advantages of blockchain
(Aggarwal & Kumar, 2021; Subha, 2021). Although
blockchain has advantages, it also has disadvantages.
Potential blockchain disadvantages include the fol-
lowing: requiring high processing power and expens-
ive hardware; violation of transaction data privacy;
data storage limits; data sharing limitations in
various business fields; security leakage in smart con-
tracts; fraud in the programming process; seizure of
user account keys; and attacks on the consensus
algorithm (51% attacks) (Shen et al., 2020; Porkodi &
Kesavaraja, 2020; Gatteschi et al., 2018).

The different types of blockchains have emerged
depending on developments throughout time since
Satoshi Nakamoto introduced blockchain technology.
In this context, there are three types of blockchain:
public, private, and consortium, each of which aims
to serve different customers (Manu et al., 2021). A
public blockchain makes all records available to the
public without requiring identification or permission
(Lai & Chuen, 2018; Zheng et al., 2017). Private block-
chains, on the other hand, allow access only to
specific individuals or groups, effectively creating a
private network that restricts transactions to

Figure 1. Centralized, decentralized, and distributed networks.
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predetermined parties (Morkunas et al., 2019; Sarmah,
2018). Consortium blockchain is a hybrid of public and
private blockchains and is managed by multiple
organizations rather than a single entity. It is com-
monly used by banks and government institutions
for collaborative purposes (Mukherjee & Pradhan,
2021; Manu et al., 2021). The comparison of the
public, private, and consortium blockchains is shown
in Table 1 (Mukherjee & Pradhan, 2021).

Blockchain architecture and components

In essence, a blockchain is a collection of connected
blocks that is accessible to everyone (Rathee, 2020).
The “genesis block” is the initial block in the chain,
and the other blocks follow it, as shown in Figure 2
(Krichen et al., 2022). After the initial block, all blocks
rely on the hash value of the previous block. Due to
the structure of the chain, every block’s hash value
changes whenever a change occurs in any one of
the other blocks, making malicious attempts easy to
spot (Dedeoglu et al., 2020). Along with the hash
value, each block also contains a nonce, timestamp,
and merkle root. Merkle root is a cryptographic hash
of every transaction contained in a single block
(Manu et al., 2021). It means that the data is divided
into several parts to get a header hash value (Huang
et al., 2020). The hash value needed for transactions
on the blockchain is calculated using an arbitrary
number, and these are defined as nonces (Elrom,
2019). Finally, the timestamp represents the creation
time of any block in the chain (Lin & Liao, 2017).
Aside from the block structure, to understand the
working principle of blockchain, it is necessary to
comprehend the components of blockchain involved
in its ecosystem. Blockchain in this context comprises
four components: node, consensus algorithm, distrib-
uted ledger, and virtual computer (Manu et al., 2021).

. Nodes are described as machines that maintain the
transactions and information in a blockchain

network (Elrom, 2019). Nodes are simply individ-
ual peers that can store and distribute the entire
data that composes the blockchain (Florian
et al., 2019).

. Distributed ledger technology is a database that has
several copies that are shared among attendees
and updated simultaneously with the consensus
of both parties (Romero Ugarte, 2018). It is digital
data that is shared among nodes with the assist-
ance of a network (Krichen et al., 2022).

. The consensus algorithm is one of the core com-
ponents that determine how well and efficiently
blockchain works (Ferdous et al., 2021). Principally,
for a transaction to be valid, the block associated
with it must be added to the chain and recognized
by nodes in the blockchain. But it will complicate
things if nodes broadcast every block they find.
In such a case, the consensus algorithm decides
which blocks can be appended and by which
nodes (Nguyen & Kim, 2018). Therefore, the con-
sensus algorithm refers to a common value agree-
ment among nodes (Viriyasitavat & Hoonsopon,
2019). Various consensus algorithms are currently
available in the blockchain ecosystem. Following
are descriptions of the three most popular forms
of consensus algorithms: proof of work (PoW),
proof of stake (PoS), and delegated proof of stake
(DPoS) (Indrakumari et al., 2021; Elrom, 2019;
Bashir, 2018; Puthal et al., 2018).

. Proof of work (PoW) is the first consensus algorithm
implemented by ethereum and bitcoin. It is based
on mathematical problems (puzzles) that are pre-
sented to miners (nodes) to accomplish trans-
actions in the blockchain.

. Proof of stake (PoS) is based on the “coin age” phil-
osophy that nodes or users gain from their coin
holdings and unused time (holding the coin). In
this model, transactions are suggested to users
who have the most coins and the oldest coins.
These users add blocks related to the transactions
to the chain and are rewarded as a result.

Table 1. Comparison of the blockchain types.

Factor Public Private Consortium

Authorization Without authorization Authorized Authorized
Decentralization Complete decentralization Centralized Lesser centralized
Participants Anybody Authorized ones Authorized ones
Authority Anybody Only one central authority Several central authorities
Reading Rights Anybody Invited ones Rely on a scenario
Writing Rights Anybody Approved ones Approved ones
Consensus PoS/PoW Multiparty consensus Multiparty consensus
Speed Slow Fast Fast
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. Delegated proof of stake (DPoS) is a common PoS
consensus algorithm type. Nodes (validators) that
will execute transactions are selected democrati-
cally, irrespective of their power or coin holdings.

. A virtual machine (VM) is a virtual representation of
actual machines that were created through soft-
ware and work with instructions (Manu et al.,
2021). As a supercomputer that can handle a
variety of mathematical problems, VM can
execute and abstract all blockchain networks.
One of VM’s main responsibilities in this context
is to set up a proper executive environment for
smart contracts (Tara et al., 2019).

Usage fields of blockchain technology

Despite the fact that blockchain technology is basi-
cally based on digital currencies, it is beyond this in
terms of features (Gorkhali et al., 2020; Foroglou &
Tsilidou, 2015). In this perspective, blockchain tech-
nology consists of various non-financial technologies
such as smart contracts and voting systems (Tasata-
nattakool & Techapanupreeda, 2018; Pilkington,
2016). Undoubtedly, the development of numerous
blockchain applications depends on decentralized
ideas and immutable distributed ledger technology

(Gamage et al., 2020). Considering the diverse appli-
cations of blockchain, there are fields in which each
application is preferred. For instance, according to
related research, blockchain technology is used in
fields such as finance, energy, logistics, healthcare,
advertising, education, insurance, government insti-
tutions, real estate, accounting, stock exchange, mili-
tary, identity management, and the internet of
things (Gayvoronskaya & Meinel, 2021; Krichen et al.,
2022; Baiod et al., 2021; Monrat et al., 2019; Chen
et al., 2018).

Finance/bank. Allowing parties and businesses to
transact and contract for the first time in history
without having to know one another or use an inter-
mediary (Tapscott & Tapscott, 2017), blockchain tech-
nology is most widely used in the finance sector
(Foroglou & Tsilidou, 2015). Thus, blockchain technol-
ogy provides applications for finance and banking
industries such as credit risk scoring for small and
medium enterprises, customer profile management
and product personalization, insurance claims man-
agement, cross-border payment, and digital asset
registries and management in addition to crypto cur-
rency payment (Zhang et al., 2020b; Polyviou et al.,
2019). Moreover, if blockchain technology supports
the know your customer (KYC) procedure, the

Figure 2. Blockchain general architecture.
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financial industry is expected to save between $60
and $500 million (Manu et al., 2021). Additionally, it
is predicted that the application of smart contracts
in potentially profitable industries including finance,
e-commerce, the internet of things, supply chain,
mortgage payments, and insurance will reduce the
cost of banks’ infrastructure by between 13.8 and
18.4 billion euros (Alharby & Van Moorsel, 2017;
Probst et al., 2016).

Healthcare. Patient medical records and infor-
mation, whether they are kept in writing or on an elec-
tronic storage device, may be transmitted slowly or be
missing, which can lead to incorrect patient identifi-
cation and an incorrect diagnosis (Krichen et al.,
2022; Sarkar et al., 2021). When this issue is con-
sidered, blockchain offers a proper solution for the
secure sharing and monitoring of medical data as
well as accurate patient tracking (Baiod et al., 2021).
Patient digital identity management, personal health
records (PHRs), opioid prescription tracking, and
cancer registry sharing are examples of blockchain
applications used in healthcare (Zhang et al., 2018).
According to the OECD (2020), the implementation
of blockchain technology in healthcare generally
depends on designs or models; pilot implications,
which provide technical details, are limited.

Internet of Things (LoT) Lot is described by Guille-
min and Friess as a technology that enables connec-
tions between people and objects by means of the
internet (Atlam et al., 2018). The loT is basically a
network of intelligent objects that can move, share
data, and respond to changes (Madakam et al.,
2015). However, current IoT systems can have pro-
blems with interoperability, traceability, privacy, and
security. At this point, blockchain and LoT integration
can help solve these problems by providing data
security and integrity (Atlam et al., 2020; Dai et al.,
2019). For instance, LoT devices store data on com-
puting storage that exists in the cloud. The data that
has been stored is not secure against tampering.
The blockchain’s security and privacy policy can
offer effective protection in this regard (Pal, 2021).

Insurance. Blockchain can be used effectively by
insurance companies that provide services in several
fields (agriculture, healthcare, travel, etc.) (Meduri
et al., 2018). Conventional insurance policies operate
on paper, as is well known, and require constant
fault control. Thanks to blockchain’s distributed
ledger, policy’s fault can be reduced to a minimum
and fraud activity can be prevented (Chen et al.,
2018). On the other hand, converting an insurance

policy to a smart contract by adding “oracles’, digital
and physical intermediaries that approve the events
that occurred outside the smart contract as well as
trigger contract clauses, can provide benefits for con-
sumers. For instance, when a field is exposed to
extreme temperatures, products are likely to be
harmed. When temperatures are high, “oracles” will
provide smart contracts to compensate farmers
losses by confirming the temperature has reached a
specific limit in addition to the time and location
(Tasca, 2019).

Energy. To complete work processes successfully,
as in other industries, establishments in the energy
sector must interact with banks, logistic providers,
and other parties. This work process can be simplified
with blockchain integration (Chen et al., 2018). Block-
chain, however, enables a wide range of other
implementations, including microgrids, peer-to-peer
energy trading, carbon emission trading, e-mobility
charging infrastructure, green certificate adminis-
tration, and distributed energy market management
(Bao et al., 2021; Strüker et al., 2019). In addition to
these possible applications, the use of blockchain is
most prominent in the field of renewable energy. In
terms of inequality in energy and the inefficiency of
energy, blockchain provides any person with the
ability to buy energy from another person and sell it
to another person. To sum up, it will be able to encou-
rage distributed renewable energy production (Wang
et al., 2021).

Government institutions. Transparent and colla-
borative government purposes direct the government
institutions to blockchain. Because blockchain tech-
nology can be used to verify data-at-rest transactions
and agreements in government institutions, even in
their most basic forms (Martinovic et al., 2017),
Along with estate transactions, official announce-
ments, digital court files, tax collection, and grant
registration, blockchain can be adapted to a variety
of work processes (Krichen et al., 2022). In terms of
government institutions, these applications may
enable potential advantages like the reduction of
time, cost, and complexity in intergovernmental infor-
mation exchange; the enhancement of citizens’ and
companies’ trust in government in governmental pro-
cesses; the prevention of corruption and arbitrary
authority (Allessie et al., 2019). E-voting is without a
doubt the most remarkable blockchain application
for governmental entities. Elections have been a con-
troversial topic for years due to fraud (inaccurate or
invalid votes, etc.) that occurred during the process.
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Therefore, blockchain-based electronic voting allows
for an accurate count of votes and ensures that
votes cannot be manipulated or illegally added
thanks to the audit trail (Manu et al., 2021; Foroglou
& Tsilidou, 2015).

Tourism. To create new and innovative platforms
that meet customer needs, the tourism industry has
had to combine technology and knowledge (Önder
& Treiblmaier, 2018). Blockchain is one of the technol-
ogies that provide innovative platforms to assist
hotels, restaurants, and other tourism stakeholders
in improving service quality and guest satisfaction
(Coita & Ban, 2020). Kwok and Koh (2019) highlighted
that the implementation of blockchain technology
has benefited four broad areas. Firstly, blockchain as
a platform for technology-mediated learning
between tour operators and tourists will improve
the tourist experience. Second, pricing in cryptocur-
rency will make foreign currency exchange trans-
actions convenient. Third, by preserving the
currency, it will strengthen the banking system.
Lastly, in terms of destination, removing commission
fees through blockchain will lower operating costs.
Furthermore, blockchain offers advantages in
tourism, such as reducing bureaucratic delays in trans-
actions, reducing errors in data management, increas-
ing trust among stakeholders, and establishing
dynamic relationships (Valeri & Baggio, 2021; Rashi-
deh, 2020).

There are a variety of possible blockchain use cases
within the tourism and hospitality industries. Table 2
provides examples of current blockchain applications
(Erceg et al., 2020). Treiblmaier (2020) has classified it
as follows: (1) maintenance and tracking; (2) content,
reservations, and ticketing; (3) inventory manage-
ment; (4) payments and tax compliance; (5) tokeniza-
tion and dedicated coins; (6) loyalty programs and
personalized marketing; (7) identity, credential man-
agement, and privacy; (8) smart contracts; (9)
baggage tracking; (10) disintermediation; (11) DApps
(decentralized applications) for smart tourism; and
(12) coordination and coopetition. In addition to
these use cases, Kizildag et al. (2019) also proposed
integrated property management systems, verified
rating and review systems, tracking and service custo-
mization, collaborative initiatives, and due diligence.
Firstly, hotels and travel agencies can boost room
sales by obtaining real-time data via smart contracts.
It can also help restaurants with their supply chain
because it provides real-time order tracking (Önder
& Gunter, 2022). The BedSwap platform, based on

smart contracts developed by tour operator TUI,
enables the keeping of bed inventory records
without the need for an intermediary (Antoniadis
et al., 2020). To manage passenger bags, payments,
and reservations, track passenger IDs, and execute
contracts with other companies, Air France and Singa-
pore Airlines use blockchain. Their main purpose is to
provide a decentralized, secure, and agentless service
(Valeri & Baggio, 2021).

Another scenario is loyalty programs, which have a
direct impact on the preferability of the hotel. Hotels
and airlines can enhance customer satisfaction by pro-
viding loyalty tokens as part of a loyalty program. Cus-
tomers can exchange and sell these tokens among
themselves. This situation boosts enterprise competi-
tiveness (Dogru et al., 2018). Furthermore, rewarding

Table 2. Blockchain examples.

Examples Characteristics

Winding Tree The goal of Winding Tree is to eliminate the need for
intermediaries such as travel agents (eDreams and
Expedia etc.). By connecting travelers directly to
service providers like travel companies and
airlines, the system aims to minimize passenger
fees while also reducing the costs for service
providers.

Cool Cousins It aims to help travelers save time by providing on-
demand counseling tailored to their specific
needs. The counseling will focus on identifying the
region’s most important areas and potential
attractions. This will cover much of the planning
process and make it easier for the travelers to plan
their trip.

Deskbell
Chain

The main goal of this project is to develop a unique
model for interactions between businesses and
customers in the tourism industry. The aim is to
bring together hotels, guests, nearby institutions,
and local businesses to form an ecosystem where
all participants can mutually benefit from each
other. Through this ecosystem, hotels, guests,
nearby institutions and local businesses can
distribute and exchange services, offers, and
events among each other. A digital currency will
be used as a motivational reward to encourage
participation in this system.

TravelChain A decentralized data exchange platform has been
created in the travel market, where users can enter
their personal information and receive benefits in
return. This platform was developed by a team of
professionals whose mission is to provide equal
access to all users involved in the exchange of
information, and to allow users to have control
over their personal information.

FlightDelay This system utilizes smart contracts to fully
automate the process of signing and paying for
flight insurance policies.

WebJet This project began by using blockchain technology
to create a series of smart contracts for hotel
reservations.
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travelers and tourists with tokens who post reviews
and opinions on online review sites will be able to
attract more customers (Nam et al., 2021). Calvaresi
et al. (2019) emphasize the importance of block-
chain-based online review sites by demonstrating
that they contain original and unaltered reviews for
consumers. Hotels and other businesses may change
client reviews to increase demand for their accommo-
dations. For customer reviews, blockchain offers a
trustworthy and transparent mechanism (Puri et al.,
2023). It has been predicted that detecting and
removing fake customer reviews will reshape tra-
ditional communication channels in digital marketing
in the context of the hospitality industry (Filimonau &
Naumova, 2020). Baggage tracking is another block-
chain application that can be used in tourism. Tourists
can monitor the progress and location of their
baggage using their mobile phones, thanks to block-
chain technology (Treiblmaier, 2020). Baggage track-
ing also prevents potential baggage losses because
it provides real-time location information (Sharma
et al., 2021). Rana et al. (2022) state that the use of
blockchain technology by airline companies and air-
ports to protect luggage from theft and damage will
save companies $500 million per year.

Inconsistency due to centralized systems affects
about 5% to 10% of flight and hotel reservations
(worth $10 billion). For this reason, it is predicted
that decentralized systems will be effective at redu-
cing errors (Irannezhad & Mahadevan, 2021). Decen-
tralized applications (DApps) are one of these
systems. Tourists can interact with tourism businesses
via DApps on their smartphones (Ozdemir et al.,
2020). It provides tourists with several benefits, includ-
ing the get in touch with the establishment directly,
make reservations, receive personalized marketing,
or read online reviews (Treiblmaier, 2020). Inventory
tracking is also a blockchain use case that will save air-
lines and lodging companies from negative service
interruptions. Businesses will be able to provide full
capacity service without overbooking because they
will be capable of monitoring the number of seats
or rooms in real time (Irannezhad & Mahadevan,
2021).

Identity management

The invention of bitcoin by causing in the evolution
of a new technology known as blockchain (Komala-
valli et al., 2020), it is led to the development of
blockchain 1.0, 2.0, and 3.0 tiers over time (Xu

et al., 2019a). If described basically, blockchain 1.0
covers the cryptocurrency (Gatteschi et al., 2018),
blockchain 2.0 the financial services (Sarmah, 2018),
and blockchain 3.0 the other applications (health-
care, media, etc.) that are not financial (Bashir,
2018). Seen as a future generation, blockchain 4.0
is another tier that is related to consensus algorithms
based on artificial intelligence that is likely to be used
in every field (Yang et al., 2018). A lot of development
that has occurred in the context of blockchain evol-
ution has paved the way for various implemen-
tations. Identity management (IdM) is without a
doubt one of them. Because the safe storage of an
individual’s personal data (address, credit card infor-
mation, phone number, etc.) has always been an
important issue (Gayvoronskaya & Meinel, 2021). As
Orman stated (2018), IdM is crucial for solving a
variety of issues and everyone needs a secure
identification that they can control on their own.
IdM concept mainly consist of the following parties
(Liu et al., 2020):

. User is the system’s primary enabler, utilizing the
various services supplied by the service provider
and identity provider.

. Identity providers are the individuals in charge of
authenticating, managing, and providing identity
services to users.

. Service providers are the parties responsible for pro-
viding services to authenticated individuals.

Traditional IdM systems are classified into three
categories: isolated, centralized, and federated.
Firstly, isolated IdM includes service-specific digital
identities at a service provider. Digital identities in
this system are only applicable at the specific service
(Grüner et al., 2020). Central IdM includes an identity
provider and identifier. Identities are issued and con-
trolled by third parties. The fact that online websites
demand separate identities from users can cause a
division of central IdM (Stockburger et al., 2021; Liu
et al., 2020). In federated IdM, users can also use the
same identities across multiple services (Zhu & Badr,
2018). A typical operation of an IdM system is
shown in Figure 3 (Liu et al., 2020).

IdM is a tool for controlling personal data (Fongen,
2012; Clauß & Köhntopp, 2001). In the traditional IdM
system, service providers obtain their credentials from
a single identity provider. Personal information is
stored in a centralized database as well (Liu et al.,
2017). Depending on technological developments,
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traditional (isolated) IdM systems managed by a
central institution have begun to shift into new-gen-
eration systems (Rathee & Singh, 2022; Laurent & Bou-
zefrane, 2015).

Users can manage their own identity information
in blockchain-based IdM systems, and their personal
data can be used with their permission (Sung &
Park, 2021). The primary benefit of a blockchain-
based IdM system is its ability to offer decentralized
identifier (DID) services utilizing a distributed ledger
(Kim et al., 2021). In a recent study, Stockburger
et al. (2021) proposed that to users to have full
control over their identities, IdM systems require a
cryptographic network with transparent and immuta-
ble features. According to Salviotti et al. (2018) block-
chain-based IdM systems will both save time and
create a secure process by eliminating routine tasks
such as document collection or form filling.

Based on distributed ledger technology (DLT), IdM
systems in blockchain can be classified into decentra-
lized trusted identity and self-sovereign identity
(Dunphy & Petitcolas, 2018). Decentralized trusted
IdM is systems in which authentication processes are
recorded in distributed ledger and third-party verifica-
tions are performed. The only distinction between
DLT-based IdM and traditional IdM systems is the
storage of validated attestations on a DLT, allowing
for later validation by a third party (Zaeem & Barber,
2020). Self-sovereign identity (SSI) is an IdM system
that enables users to administer their own identities
without needing any administrative authority (Pöhn
et al., 2021). Users have complete control over their
personal data and can specify where it can be used
and stored (Ishmaev, 2021). Cucko and Turkanovic

(2021) emphasize that because personal data is not
stored in third-party databases in self-sovereign iden-
tity, privacy increases, and power and authority shift
from identity and service providers to users.

Several startups and IT developers have launched
various blockchain-based IdM systems. As examples,
blockchain-based IdM systems include Civic,
Jolocom, Evernym, Bitnation, SelfKey and the Ether-
eum Identity Standard ERC725/735 (Gayvoronskaya
& Meinel, 2021; Zhu & Badr, 2018). However, in litera-
ture, ShoCard, uPort, and Sovrin are the most exten-
sively studied DLT-based IdM systems (Sousa et al.,
2022; Dunphy & Petitcolas, 2018). ShoCard is an
example of a decentralized IdM system, while Sovrin
and uPort are examples of SSI systems (Zaeem &
Barber, 2020). Table 3 presents a comparison of the
ShoCard, uPort, and Sovrin IdM systems (Kassem
et al., 2019).

ShoCard. ShoCard is an IdM system that combines
blockchain and facial recognition technology (Sinha &
Pradhan, 2021). In ShoCard, the confidentiality of the
users’ identity information is ensured by keys and the
authentication codes are stored on the blockchain
(Liu et al., 2020). ShoCard utilizes a fixed server to
serve as an intermediary to share encrypted infor-
mation between parties and the user. In this way,
information storage and distribution are carried out
with less risk (Dunphy & Petitcolas, 2018).

uPort. uPort is a self-sovereign IdM system based
on smart contracts and built on the Ethereum plat-
form. It is composed of three parts: a public registry
of uPort identity, ethereum contracts, and a mobile
application. The mobile application is utilized to
create user identity information, while smart contracts

Figure 3. A typical operation of an identity management system.
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are used to manage data (Stockburger et al., 2021).
There is no central server in the uPort system, and
users have complete control over their data. Its aims
to provide a decentralized identity for services like
banking and email (Kassem et al., 2019).

Sovrin. Sovrin is a self-sovereign IdM system built
on a permissioned distributed ledger (Sousa et al.,
2022). It is designed to protect the control and use
of analog IDs. The Sovrin application architecture is
divided into three layers: Sovrin clients, Sovrin
agents, and Sovrin ledger (Sinha & Pradhan, 2021).
Sovrin, in contrast to other IdM systems, adds an iden-
tity layer to each entity to provide reliable and private
identities (Zhu & Badr, 2018). Because Sovrin is a per-
missioned ledger, trusted institutions such as banks
and universities can run nodes. Identities are created
between nodes known as stewards. IdM can either
be done by the user themselves or through a desig-
nated “guardian service” (Kassem et al., 2019).

Factors challenging identity management
in the tourism context

Basic elements that complicate the identity manage-
ment process include a lack of privacy and security
mechanisms, a centralized control process, and a lack
of standard and universal approaches (Clauß & Köhn-
topp, 2001). Given that tourism is a multidimensional
industry consisting of numerous stakeholders, there
are lots of factors that force IdM. When the trip experi-
ence is divided into three stages: pre-travel, arrival, and
destination, three basic IdM issues arise: cyber-attacks,
procedures, and theft-pickpocketing (World Economic
Forum, 2016). This section aims to provide an answer
to the question, “What are the challenges of the
current identity management system in the context
of tourism?” over these three issues.

Cyber-attacks. Due to cloud-based identity verifica-
tion, tourists could encounter the security issue while
making online travel transactions in traditional
environments (Puri et al., 2023; Rejeb & Karim, 2019).
Online fraud is prevalent in the tourism industry

(Gururaja, 2015). Tourists’ identity information is
exposed when they are subjected to cyber-attacks
and cyber fraud while booking a vacation, purchasing
airline tickets, or making online payments. Because of
the distributed and interconnected nature of hotels, it
has been predicted that the hospitality industry is the
third most vulnerable to cybersecurity breaches after
retail and finance (Fox, 2019). Considering the
growing popularity of online bookings, a traveler
booking a hotel may launch a phishing website that
appears to be a legitimate booking site. As a result,
his or her credentials could end up in the hands of a
third party (Su et al., 2022).

According to the World Travel & Tourism Council
(2022), cyber breaches on the travel and tourism
industry increased by 67% between 2015 and 2019.
These attacks cost an average establishment (e.g.
hotel or cruise ship) $13 million. In 2018, approxi-
mately 514 million hotel data records were stolen or
lost worldwide (Sam, 2021). Fragniere and Yagci
(2021) highlight that since the network of tourist sta-
keholders is a living system, it has fragile points and
that its increasing reliance on computer systems
makes it more vulnerable to cyberattacks. Moreover,
for instance, wired and wireless networks used in
hotels, front desk, human resources, and reservation
departments might result in malicious people
hacking the system and acquiring access to a signifi-
cant amount of guest information (Cobanoglu &
DeMicco, 2007). According to an IBM (2019) study,
the travel and transportation industry is increasingly
vulnerable to cybersecurity threats, with 566 million
records leaked between 2018 and 2019. The Marriott
Hotel chain had announced that credit card infor-
mation, passport information and addresses of 500
million hotel guests have been hacked in 2018 due
to attacks on the reservation system (Perlroth et al.,
2018). Similarly, in 2016, over 47,000 documents
belonging to Asiana Airlines passengers were leaked
online, including passport information, phone
numbers, and bank account information. Passports
of travelers stolen from travel organizations’ servers

Table 3. Identity management system’s comparison.

IdM
Systems

Control Security Privacy

Policy
Management

Explicit
Consent

Basic
Security

Multi-
Lateral
Security

Anonymity
Support

User
Empowering

Data
Minimization

Remote
Admin

Privacy
Standard

uPort ✓ ✓ ✓ ⨯ ✓ ✓ ✓ ✓ ⨯
Sovrin ⨯ ✓ ✓ ✓ ✓ ✓ ✓ ⨯ ✓
ShoCard ✓ ✓ ✓ ✓ ✓ ✓ ⨯ ⨯ ✓
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are sold average between $14 and $60 (Paraskevas,
2022). Cyber-attacks cause pilfered tourist identity
information to be used for various purposes, costing
the business as well.

Procedure. Tourists must comply with various iden-
tity verification processes and procedures from the
time they purchase their flight ticket until they stay
at the hotel (Rana et al., 2022). Figure 4 depicts the
procedures that tourists must go through, from pre-
trip planning to after-stay activities. Points marked
in blue are identified as highest identity process
points (World Economic Forum, 2018). Tourists’ iden-
tities are frequently lost and stolen because they are
distracted by long check-in lines and security pro-
cedures (Tarlow, 2006). SIA (2021) underlines that
low levels of standardization make travel difficult.
For example, each region’s request for additional
identity information (e.g. a resident permit card) at
border crossings complicates identity management
and increases fraud. The increased number of passen-
gers traveling globally causes airports to become
crowded, extending check-in wait times (Kim et al.,
2020). A recent study (Miller, 2022) reported that
average waiting times at airports in the United
States range between 35 and 58 min due to pro-
cedures such as identity checks. This period is
extended during the tourist season.

Powell (2022) a travel blogger, published an article
sharing his experiences with arrivals at Bali’s Ngurah
Rai International Airport, where he described people
having to wait up to 5 h in the immigration hall. In
a Forbes article headlined “Expect Airport “Wait
Times of Up To 8 h” For International Travel, Experts
Warn,” it is discussed that manual and paper-laden
processes increase waiting times at the airport and
make the process more difficult in unusual circum-
stances (e.g. COVID-19) (Kelleher, 2021). At peak
times, hotels can encounter the same issues. Custo-
mers’ personal information is saved to the system
through the review of various documents during
check-in, which causes long lines in the lobby.
Although some hotels have self-service technologies,
more advanced technology is needed for identity
management that is more effective (Cheong et al.,
2017).

Theft and pickpocketing. Tourists are the most fre-
quently victims by criminals in tourism (Biagi &
Detotto, 2014). Due to relaxing experiences, lower
risk perceptions, and carry valuables about them,
tourists are often targeting (Hua et al., 2020). Xu
et al. (2019b) highlighted that crime could be “a by-
product of tourism”. Theft and pickpocketing are
one of the most frequent crimes to which travelers
are subjected (Kumar et al., 2022; Lisowska, 2017).

Figure 4. Traveller journey.
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For instance, in Barcelona, where 20 million overnight
stays are made annually on average, pickpockets fre-
quently target tourists, and crime rates increase with
the number of visitors (Buil-Gil & Mawby, 2022).
Theft was the most frequent offense, according to a
report by Boakye (2010) that roughly a third of his
sample of foreign visitors to Ghana had experienced
victimization.

In a recent study based on reviews on TripAdvisor,
it was observed that the most common crimes tourists
face is pickpocketing (Andrews, 2022). Tourists are
exposed to identity theft as they use their traditional
(paper) identities at all stages of their trip (Bodkhe
et al., 2019). A study of US travelers by Statista
Research Department (2015) showed that 9% of
respondents were stolen of their credit card and 4%
of their passport. Theft and pickpocketing are two of
the most common “distraction crimes” in tourism. Tra-
velers have easily personal documents are stolen
because they carry identity documents such as
credit cards, passports, and driver’s licenses with
them while visiting destination and staying at hotels
(Tarlow, 2006). Ho et al. (2017) concluded that the
second most common crime committed against tour-
ists in hotels is theft. Authors emphasized that theft
crime occurs primarily in rooms and lobbies, and
credit cards are the most frequently stolen property.
Holcomb and Pizam (2006) investigated journey
theft in the United States. 215 of the 1017 respon-
dents said they had been or knew someone who
had been a victim of theft while traveling. Hotels
had the highest rate of theft (25.7%).

The advantages of blockchain for identity
management in tourism

With blockchain, tourists can verify and hold personal
data such as driver’s licenses, passports, social security
numbers, and birth certificates (Dogru et al., 2018).
Blockchain-based IdM systems allow more secure
identity storage and can reduce passport creation
times. Furthermore, it enables travelers to use their
driver’s licenses internationally without the need for
an additional document (Nam et al., 2021). Erceg
et al. (2020) highlight the significance of IdM
systems in streamlining the travel process. As trave-
lers’ identities will be distributed throughout the
blockchain, they will be able to quickly complete pro-
cedures at airports or ports by only identifying them-
selves once prior to the journey. This is based on IdM
systems’ automatic identification and registration

features (Thees et al., 2020). For instance, automating
check-in procedures at hotels and airports, using
digital keys or biometric identifications, decreases
waiting times (Balasubramanian et al., 2022). Since
these implementations eliminates the interaction of
travelers with personnel during the identity check
process, it also diminishes the long lines and inconsis-
tencies that will occur during this process (Rejeb &
Karim, 2019).

Fast pass processes play a crucial role in ensuring
efficient and secure travel, particularly during crises,
when meticulous airport control procedures are
necessary. For example, amidst the COVID-19 pan-
demic, travelers were subjected to meticulous proto-
cols, filling out various forms to prove that they did
not have COVID-19 symptoms, in addition to detailed
identity checks at airports (Sharma, 2021). In such situ-
ations, fast pass processes not only prevent the for-
mation of long queues, but also contribute to
preventing a chaotic environment. Angelopoulos
et al. (2020) discuss blockchain-based digital health
passports (DHPs). They stated that with blockchain,
health information indicating travelers’ COVID-19 vac-
cination status will be verified before boarding the
plane, and processes can be managed more proac-
tively during travel or participation in activities.
Jahan et al. (2023) propose an e-passport based on
the InterPlanetary File System (IPFS) and blockchain
technology. The authors emphasize that because
they use a private-permissioned blockchain, only
authorized parties can participate in the blockchain,
thereby speeding up verification processes during
border crossings and preventing identity theft.

An airline passenger IdM method built on the
blockchain has been proposed by travel technology
company SITA. This method is based on biometric
identity systems that cover a mobile or wearable
vehicle; there is no need for separate identities such
as a driver’s license or passport. With the aid of a verifi-
able token attached to the individual, identification
can be performed by conducting biometric scans
(Rashideh, 2020). The Aruba Health App, a pilot app
that enables passengers to transmit their credentials
secretly and securely on their mobile devices, is
being tested by SITA, Indicio and the Aruba Govern-
ment. Visitors to the island will be issued a unique
trusted traveler credential via the App. Hotels, restau-
rants, and entertainment venues can then verify this
credential through a unique QR code on the visitor’s
mobile device (SITA, 2022). Virtual passports, which
allow for travel without a passport, are thought to
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be a game changer in international travel. Traditional
passports will become defunct, and people will be
able to manage their personal identification processes
through their virtual counterparts (Thales, 2022). The
Smart UAE Wallet application, which was launched
with the cooperation of the Dubai government and
Emirates airline, does not include blockchain technol-
ogy, but it is a promising application in terms of oper-
ation for blockchain-based IdM systems. Passengers
departing from Dubai International Airport can now
use their smartphones instead of passports at smart
gates, thanks to a new service called Smart UAE
Wallet. The UAE Wallet stores the passenger’s creden-
tials, passport information, and smart door card data
(Shouk, 2017).

With the increase in cross-border travel, another a
blockchain-based IdM system is the traveler digital
identity (KTDI). The World Economic Forum is promot-
ing this, in collaboration with accenture and other
public and private partners. As a traveler-centric
concept, the user decides what information will be
shared with whom during the travel process. Pro-
cesses will be faster because users will provide secur-
ity agencies with verified credentials before crossing
the border. When claims issuers verify the user’s
claims, attestations are added to the KTDI profile.
User becomes more trustworthy as the number of
attestations grows (World Economic Forum, 2020). In
Table 4, the World Economic Forum (2017) summar-
izes the benefits of identity management systems
for stakeholders.

Since blockchain allows travelers to control their
personal data such as browsing histories or social
media accounts, businesses will be able to provide
personalized service based on this data (Line et al.,
2020). Namely, attributable to DLT, tourists can carry
their purchase history as well as personal data with
them on their travels. Through permissioned access,

destination operators will be able to analyze tourists’
past preferences and match them with products and
services (Kwok & Koh, 2019). To sum up, unless the
tourist gives their consent when booking a room
online, their data is not transferred to intermediaries
(OTAs) (Kizildag et al., 2019). In this case, identity
theft and data misuse caused by tourism intermedi-
aries will be avoided (Melkic & Cavlek, 2020). Peceny
and Ilijas (2021) introduced a digital passport appli-
cation called Digital Online Tourist Identity (DOTI) as
a solution to problems with intermediaries within
the scope of tourism 4.0. Accordingly, the user
creates their own profile by registering their personal
information on the DOTI mobile application, and their
personal information is stored in a cold wallet. Users
can control their personal information by specifying
the information they want to share with service provi-
ders and interact with service providers through the
application. They will be able to set their personal
information according to different services without
having to provide personal information each time.
In this way, they can create their own avatars. For
example, when making a hotel reservation, they can
specify which information the business can access,
and access can be blocked at a time determined by
the user, depending on smart contracts. In particular,
when considering transactions conducted over the
internet, many service providers require membership.
When making a reservation through an OTA or pro-
cessing a transaction on a car-rental company’s
website, the user needs to manage multiple accounts
on different platforms. In this regard, avatars that can
be accessed by all service providers or a certain
portion expedite the identity management process.
Lee (2018) also addressed this issue in his proposed
BIDaaS system, which is based on blockchain-based
identity verification. He mentioned that with this
system, the user does not need to remember all
their identities or passwords, and they can use the
virtual identities created for multiple services and
change them when they want to maintain their
privacy.

Disintermediation also eliminates all circumstances
and limitations imposed by the intermediary when
purchasing touristic products and services (Pre-
ukschat & Reed, 2021). This scenario in which block-
chain has make disintermediation the IdM precludes
travel agencies from sending unauthorized pro-
motional messages by cutting off access to consu-
mers’ email addresses and phone numbers. If smart
contracts are integrated into the IdM, there will be

Table 4. Benefits of identity management systems for stakeholders.

For
Travelers

Eliminating redundancy forms. Expedited passage.
Accelerated decision-making in entry

For Airlines Increased accuracy through mobile passport pass.
Reduced distribution of customs forms at each flight.
Faster connections of travelers to airlines (increases
aircraft utilization)

For Hotels Improving service efficiency by eliminating the
passport, photocopy, etc. Ensuring appropriate hotel
staffing through accurate arrival/departure details

For Airports Freeing up the fields reserved for filling out forms.
Improving airport and city perception with smaller
queues. Lowering landing costs and station rents by
transferring space at airports to retailers
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more advantages for travelers. Because passport
offices and consulates will have access to tourists’
data, visa processing confirmations can be added
automatically to tourists’ identity information. Tour-
ists’ visa transactions will not need to be carried out
by intermediaries such as travel agencies or tour oper-
ators (Yadav et al., 2021).

Tourists could travel with convenience and security
due to a blockchain-based IdM. Blockchain solutions
for all stages of the tourist experience were the
focus of a recent study by Balasubramanian et al.
(2022). The authors described how to employ block-
chain technology pre-trip stage, during the trip, and
post-trip stage. In terms of IdM, according to the
authors blockchain will allow only authorized parties
to access tourists’ identity information in the pre-trip
stage, pass through automatic gates without
additional procedures during the trip, and make
holiday reviews with verified IDs post-trip.

Figure 5 illustrates an SSI-based IdM (Ferdous et al.,
2023) on blockchain technology. The SSI identity
system has three entities: the verifier, the issuer, and
the holder (Ferdous et al., 2023). The claim issuer is
the entity that provides the holder with verifiable cre-
dentials. The claim verifier is entity who requests infor-
mation from the holder (Mühle et al., 2018). DIDs are
unique identifiers that allow the holders to authenti-
cate credentials without requiring a centralized

system. They assist holders in creating and managing
their own digital identities. Verifiable Data Registry is a
decentralized system used in the SSI system to store
verifiable data (Ferdous et al., 2023; Lux et al., 2020).
Wallets store verifiable credentials provided by
claims issuers. In exchange for a service, holders can
present verifiable credentials to verifier by wallet
(Schlatt et al., 2022).

When the blockchain-based SSI system is
expressed within the tourism ecosystem, for instance,
when a tourist applies for a visa to travel to another
country, the consulate signs the visa with their DID
and delivers it to the tourist. The tourist then signs
this verifiable information with his/her own DID and
stores it in his wallet. After that, the tourist can
present the verifiable information more trustworthily
requested of his/her while passing through the air-
port’s customs control point. Tourists will have the
option to share the identity information they deem
acceptable for the services (hotel reservation, car
rental) they need while traveling because they will
be able to control their own identity. Li et al. (2021)
similarly proposed a smart tourism identity authenti-
cation service based on a decentralized identifier
(DID). According to their proposal, the architecture
consists of tourists, tourism enterprises, blockchain,
and DIDs. Owing to the DIDs, credentials can be
shared more transparently and securely. Especially,

Figure 5. SSI-based IdM system in tourism.
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digital wallets that enable the encrypted storage of
personal data provide tourists crucial of benefits.
Bodkhe et al. (2019) introduced the BloHosT frame-
work with the aim of enabling tourists to receive ser-
vices from various stakeholders with a single wallet
identifier. The authors discussed various benefits of
the wallet, which include not only personal infor-
mation such as pictures, addresses, and identity, but
also different parameters such as previous reservation
information, historical choices, way of travel, mode of
transaction, or travel season. These benefits range
from the convenience of payment to fraud prevention
and easy access to services. In addition, the authors
suggest the usage of TeDl and LSTM neural networks
in the BloHosT framework to make predictions about
various parameters such as accommodation prices
and reservation numbers based on tourists’ data.
This proposal has significant potential for application
in the tourism industry.

Preukschat and Reed (2021) state that traveling
with SSI digital IDs will help tourists in these ways:
the flow of all travel documents – train tickets, flight
tickets, hotel reservations – automatically into the
digital wallet; instant generation of all digital creden-
tials with a single QR code. Furthermore, because
each tourist’s hotel and flight reservations, baggage
transactions, and hotel check-in processes can be
recorded on DLT, local governments and businesses
can track their movements at every stage of their
travel (Khanna et al., 2020). Concurrently, by enabling
digital identification, SSI can detect wanted criminals
who could disrupt travel or cause incidents. Potential
crimes related to the destination can be avoided by
detecting fake identities. This scenario has the poten-
tial to improve the destination experience of tourists
who are wary of traveling overseas (Rana et al.,
2022; Irannezhad & Mahadevan, 2021). In terms of
establishments, tourists who are prone to crime may
be detected as well. For example, tourists who were
previously involved in theft or fighting with other
guests. Considering that businesses cannot access
this information without the permission of tourists,
trust scores can be efficient in this situation (Takyar,
2022). In principle, it is difficult to determine how
trustworthy a user is in an IdM system where manage-
ment rights are entirely in the hands of the user.
However, the increase in trust scores based on the
number of verifiable credentials that users have can
give the business an idea of whether any tourist
staying at the hotel is reliable. In the global tourism
market, blockchain-based IdM systems can provide

destinations with a competitive edge. By offering
faster and more secure identity verification, desti-
nations can create a more seamless and enjoyable
travel experience for visitors. This can lead to
increased satisfaction and repeat visits, as well as
greater economic benefits for the destination.

Conclusion

Tourism has undergone a significant transformation
over the last decade, mainly due to the impact of glo-
balization and the widespread adoption of new tech-
nologies. Among these technologies, blockchain has
gained considerable attention and is expected to
revolutionize business processes and service delivery
in the tourism industry. While sectoral integration is
yet to occur, the emergence of various projects and
start-ups point towards the potential for diverse scen-
arios to arise in the near future.

This paper has conceptualized the role that block-
chain technology can play within IdM with special
focus on tourism. The conceptualization of blockchain
advantages in IdM is a crucial for advancement, given
that the scientific in this field are not clearly defined.
This paper addresses the challenges of the current
identity management system within the tourism
industry and explores the potential benefits that
blockchain technology can provide to this area.
Specifically, the research aims to answer two
primary questions: (1) What are the challenges of
the current identity management system in the
context of tourism? and (2) What benefits can block-
chain offer to identity management?

At every stage of their journey, tourists are in the
situation of possible victims due to both procedures
and the fact that they are unfamiliar with the destina-
tion. Among those, identity is one of the critical issues.
They might experience passport and identity docu-
ment theft while traveling, even in cases where per-
sonal information is not breached when reserving a
hotel. Even if they are not exposed to these situations,
they could experience lengthy wait times at hotel
check-in desks or airport checkpoints. These cases
demonstrate the significance of blockchain-based
IdM systems for the travel industry over centralized,
traditional paper-based systems. It has been discov-
ered in the study that blockchain technology can
offer tourists and stakeholders several advantages as
well as security in IdM. Tourists will be able to travel
without encountering any issues or wasting time in
the blockchain-based IdM system because there

ASIA PACIFIC JOURNAL OF TOURISM RESEARCH 355



won’t be any standard identity documents or forms to
fill out. Blockchain-based IdM systems have the
potential to streamline the travel process for tourists
by enabling faster and more secure identity verifica-
tion without the need for physical documents. This
is particularly beneficial for frequent travelers
seeking to reduce bureaucracy and save time
dealing with airports and border crossings.

Blockchain prevents third parties from disclosing
visitors’ credentials by offering a user-centric digital
identity, doing away with the need for middlemen.
In a business context, Identity Management (IdM)
can provide various conveniences such as personal-
ized services and guest follow-up. Particularly, the
airline industry stands to benefit by repurposing
areas designated for long lines caused by security
checks for a variety of commercial purposes. Block-
chain-based IdM systems can transform the travel
industry for stakeholders like travel agencies, airlines,
and hotels. They help build trust, reduce data breach
risks, improve efficiency, and provide better customer
experiences.

There are several factors to consider when imple-
menting blockchain-based IdM systems. IdM systems
should be built on a public blockchain for a trustable,
transparent, and immutable management process.
Because there will be no authorized parties, each
user will be able to conduct transactions (Stockburger
et al., 2021). Leakage in wallets may lead to the misuse
of user information. Cold wallets, rather than digital
wallets, are recommended. Due to the persistence of
blockchain, this process can be difficult if the creden-
tials need to be changed in an unlikely event. Another
major problem is the loss of private keys generated for
wallets where credentials are stored. Because there is
no option to recover a forgotten private key pass-
word. The infrastructure required for the system’s
operation must be established. Renewal of infrastruc-
ture causes high costs (Rathee & Singh, 2022; Liu et al.,
2020). In an effort to eliminate the risks associated
with user-generated passwords, UniquID, a decentra-
lized identity and access management platform, pro-
poses the use of biometric features such as
fingerprint integrated into personal devices (Lim
et al., 2018). In addition to these, interoperability
and cooperation, a lack of policy, lack of research
and examples, lack of relevant legislation, and
attacks are all factors that pose a challenge to the
blockchain-based IdM (Rana et al., 2022). Considering
that verifiable credentials are requested from govern-
ment agencies, policies and interoperability are

critical considerations for the use of blockchain-
based IdM systems internationally. From a govern-
ment policy perspective, a country can impose restric-
tions on consumer access to mobile technologies or
the internet. In such cases, individuals traveling to a
country with such restrictions will not be able to use
their digital identities (Angelopoulos et al., 2020). Fur-
thermore, the implementation of blockchain technol-
ogy for interoperability in economically and
technologically underdeveloped countries may face
obstacles due to budget and infrastructure con-
straints. For instance, bitcoin has been used for a
long time as the world’s third largest currency, but it
is not widely accepted in most countries due to politi-
cal and technical reasons (Phillips & Roberts, 2021).
Therefore, it can be stated that the use of an intercon-
tinental blockchain-based IdM system will be limited
among international airports in the first stage.

The paper contributes by presenting a viewpoint
on how blockchain technology can improve IdM in
tourism. As with any conceptual paper, some limit-
ations exist in this paper. First, the factors that force
identity management from a tourism perspective
are expressed in the research under three headings
based on previous research. These factors, however,
will be varied in a different study with tourists.
Second, because the benefits of blockchain-based
IdM are based on conceptual, can be reached
further in an exploratory study with experts. A face-
to-face interview, for example, with the manager of
an IdM project that has been prototyped for future
research but is still in the works, can provide valuable
information.

Theoretical contributions

The paper makes significant theoretical contributions
by providing a conceptual framework for understand-
ing the potential of blockchain technology in identity
management, particularly in the tourism industry.
Firstly it highlights the challenges faced by tourists
during their journey and the advantages that a block-
chain-based IDM system can offer in terms of security
and efficiency. Secondly, the theoretical contribution
of this research lies in the proposal that blockchain-
based IdM systems can revolutionize the travel indus-
try by bolstering security measures, streamlining
operational efficiency, and delivering superior custo-
mer experiences. This notion adds to the growing
body of literature on the potential applications of
blockchain technology in various industries. Thirdly,
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the paper discusses the creation of singular or mul-
tiple identities that can function as avatars in block-
chain-based IdM systems for online services,
providing theoretical insights into their potential
impact on tourism marketing Finally, the paper high-
lights important considerations for implementing
blockchain-based IdM systems, including the need
for public blockchains to ensure trust and transpar-
ency, the use of biometric features to enhance secur-
ity, and the challenges related to infrastructure and
policy. These insights are useful for developing and
implementing blockchain-based IdM systems and
suggest areas for future research.

Practical implications

The findings of this paper have important practical
implications for the tourism industry. First, block-
chain-based IdM systems can enhance security and
privacy in online transactions, thus building trust
with customers. Tourism companies can leverage
this technology to offer secure payment options,
protect customer data, and reduce the risk of fraud.
Overall, as one of the most important applications,
IdM on chain systems would leverage direct
booking, online reservation systems, (i.e. airlines),
and check-in/out with digital IDs. With industry-wide
blockchain adoption, guests’ personal information
can be digitally validated, saved, and secured since
previously established cryptographically-secured
codes verify one’s identity without disclosing essential
personal information. Also, trackable and irreversible
travel, booking, and reservation transactions can be
facilitated without the need for third parties.

Second, blockchain-based IdM systems can
improve efficiency by reducing the need for interme-
diaries and increasing the speed of transactions. This
can lead to cost savings and faster service delivery,
which can enhance customer experiences and
increase customer loyalty. In other words, payment
and transaction security would be enhanced for
tourism companies. In IdM systems running on
related blockchain platforms, records of transactions
cannot be internally changed or manipulated by
network members. Externally, this platform is extre-
mely difficult if not impossible to hack because each
connected, digital block is stored on many computers
that utilize unique cryptographic signatures to
encrypt transactions. As all records are decentralized
and disseminated across network participants
(peers), secured through cryptography, it will be

immediately noticeable if a record is compromised,
and network peers will instantly notice that hackers
interfere records or something has gone wrong
internally or externally (Crosby et al., 2016).

Third, the use of blockchain-based IdM systems in
the tourism industry can facilitate the sharing of infor-
mation between stakeholders, such as hotels, airlines,
and tour operators. This can lead to more personal-
ized and seamless travel experiences for customers,
as well as more effective marketing strategies for com-
panies. Finally, this paper highlights the potential of
blockchain-based IdM systems to transform the
tourism industry by enhancing security, improving
efficiency, and providing better customer experi-
ences. However, it also underscores the need for
careful consideration and planning when implement-
ing these systems, and the importance of addressing
the challenges and limitations associated with them.
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