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ABSTRACT
FAKE NEWS DETECTION WITH DEEP LEARNING AND

MACHINE LEARNING METHODS

KILINC, Hatice Kiibra
M.Sc. in Electronic - Computer Engineering
Supervisor: Asst. Prof. Dr. Biilent HAZNEDAR
January 2021

76 pages

In our age, especially since the rise of technology and social media, fake news has become a problem
in society. News has had an impact on society throughout history. Today, when online platforms
are one of the biggest communication tools, we access the news over the internet. When we cannot
access the right source of information, serious problems arise for the life of society. Anymore we
see fake news spreading more and faster in some situations than real information. The availability
of technology has brought us many of its problems too alongside the advantages of it. Fake news
has been used for directing society and for social engineering rather than an innocent information
mistake. Today, we are faced with a false fraud that guides social movements, makes wrong
decisions, and affects political and economic events. The events experienced show us that work
such as big data processing and social media data analysis needs to be done. In this study, fake news
data is used which is a more general topic than fake fabricated or fictional content that can change
this economy, sociology, politics. I evaluate this different artificial intelligence method, which aims
at using machine learning and deep learning methods of fake news, with fake news detection. I
compare NLP, LSTMs, and traditional machine method learning. LSTMs has had higher
classification success in most machine method learning methods. The fact that a lot of work has to
be done related to big data processing, internet news analyzing, social media data analysis
encouraged me to this field. This thesis is expected to be useful for producing more effective
solutions to fake news, which is an important problem.

Keywords: Fake News Detection, Classification, Deep Learning, Machine Learning



OZET

SAHTE HABERLERIN DERIN OGRENME VE MAKINE OGRENMESI iLE TESPiTi

KILINC, Hatice Kiibra
Yiiksek Lisans, Elektronik Bilgisayar Miihendisligi
Tez Damgmani: Dr. Ogr. Uyesi. Biillent HAZNEDAR
OCAK 2022

76 sayfa

Yasadigimiz ¢agda, 6zellikle teknoloji ve sosyal medyanin yiikselisinden bu yana, sahte haberler bir toplum
sorunu haline geldi. Haberlerin tarih boyunca toplum iizerinde etkisi olmustur. Online platformlarin en biiyiik
iletisim araglarindan biri oldugu gilinlimiizde haberlerede ¢cogunlukla internet {izerinden erisiyoruz. Dogru
bilgi kaynagma erisemedigimiz zaman ise birey, toplum hatta iilkeler i¢in ciddi sorunlara yol agan
problemler olusuyor. Artik sahte haberlerin bazi durumlarda gercek bilgilerden daha fazla ve daha hizl
yayildigim goriiyoruz.Teknolojinin gelismesiyle bilginin kolay erisebilirligi bir¢cok problemi de birlikte
getirdi. Sahte haberler masum bir bilgi yanliglarindan ¢ok toplumu ydnlendirmek, toplum miihendisligi
yapmak i¢in kullanilir oldu. Giinlimiizde toplumsal hareketlere yon veren, insanlar1 yanlis kararlar almaya
yonlendiren, siyasi ve ekonomik olaylara etki eden bir sahte haber kavrami ile karsi karsiyayiz. Yasanilan
olaylar bize biiylik veri isleme , sosyal medya veri analizi gibi konularda ¢aligmalar yapilmasi gerektigini
gosteriyor. Bu calismada ekonomiyi, sosyolojiyi, siyaseti degistirebilen sahte uydurma veya kurgulanmis
igerikler daha genel bir baslik olan sahte haberler kullanildi. Cesitli kaynaklardan olugan farkli veri setleri
kullanildi. Sahte haberlerin tespitini amaglayan bu ¢alismada hem machine learning hem de deep learning
yontemleri kullanildi. Kullanilan farkli yapay zeka yontemlerinin sahte haber tespiti {izerindeki
performansini  degerlendiriyorum. NLP, LSTM  ve geleneksel makine Ogrenimi yontemleriyle
karsilagtirtyorum.Yapilan deneylerde NLP, LSTM, Derin 6grenme tabanli simiflayicilar ise geleneksel
smiflayicilardan olan Naive Bayes, Random Forest classifier, SGD classifier, K-neighborhood classifier,
Logistic Regression ile kiyaslanmis sonuglarda derin 6grenme yontemleri basari dlgiitlerinin ¢ogunda daha
yiiksek siiflama basarisina sahip olmustur.Biiylik veri isleme, internet haberleri, sosyal medya veri analizi
gibi konularda yapilmasi ¢ok fazla calisma yapilmasi gerektigi gercegi ile bu tezin 6nemli bir sorun olan
sahte haberler konusunda daha etkili ¢ozlimler iiretilebilmesi i¢in yarar saglamasi beklenmektedir.

Anahtar Kelimeler: Sahte Haber Tespiti, Stiflandirma, Derin Ogrenme, Makine Ogrenmesi
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CHAPTER 1

1. INTRODUCTION

A huge amount of information is generated on the internet at any moment, and the data shared on
social media and various news portals also take up a large amount of space. The rapid increase in
social media posts on the web enables huge amounts of data to be generated. When an event occurs,
we are quite used to most people discussing and sharing it on the web. As a news source, we can
come across thousands of sources at once. Unfortunately, the accuracy of the information shared
about an incident can be shared on the internet without being confirmed by an authorized institution.
Over the past few years, the transmission of fake news has become a huge problem. As a result of
this, we are exposed to a lot of inaccurate information in every event.

While the right news should be researched, criticized, and shared if it reflects the truth, for now, no
system can provide this completely. However, the opportunity to view huge amounts of news or
posts leaves us with the problem of information overload. We find ourselves in a situation that was
taken us away from the ability of healthy analysis. Unreliable sources of information expose people
to a variety of fake news; scams, manipulated content, satire, conspiracy theory, and misleading
news to name a few. It can be easily observed that the false news that spread unexpectedly on issues
threatening the dynamics of society is not in good faith. In many countries, fake news about
presidential candidates during the election can direct politics and even the fate of the country.

These are just a few examples whose consequences are very dangerous and detrimental. Another
example, even if the harms of climate change are known, it may not always be correct to give precise
information about some natural events and climatic conditions. We can observe a perception that
the popular is valuable. Fast spreading and unconfirmed information is often popular trend
information, and in this case, it can cause fake news to spread. Fake news, false information,
misunderstandings, and biased information fictionalized by individuals or institutions pose a threat
to our lives.



CHAPTER 2
2. BACKGROUND AND LITERATURE REVIEW

2.1. FAKE NEWS CONTENT

The credibility of information has been defined in many words with reliability, credibility,
truthfulness, fairness, objectivity, and other same concepts and definitions. Several studies use the
machine learning approach to calculate the credibility of the news, as well as some of them, have
tried different artificial intelligence models in their studies. Fake news is content that makes people
believe inaccurate information. When news is received, they quickly distribute it to others through
the internet and social media. This rapidly spreading information did not only affect a limited

group.

The spread of fake news in today's digital world has affected a certain group. It is very normal to
encounter interesting information that surprises us on social media platforms that have a significant
place in our lives, however, it can sometimes confuse us. It is very difficult to classify not real but
believable news that appears as fake news because sometimes fake news is close to the truth and
gives information that makes sense. Some distributors believe it to be true and some distributors
know that this is not real, but is deliberately deceiving and spreading. Those are different types of
reasons for fake news.

Even though fake news has always been around throughout history, it has become a term we
encounter more, especially after the 2016 presidential election in America. Nowadays, social media
tools are used much more and the number of information is scattered via unpredictable sources. In
addition to organic shares, it appeared in followers and broadcasters that occurred with bot accounts
purchases and some situations took the subject to another dimension anymore. While fake news
was not very common in our lives until a few years ago, it has now become a concept that we can
hear almost everywhere and not be surprised when we hear it.

News manipulations also increased the distrust of the media. Moreover, these are the problems that
will cause a big problem in society. To better understand what fake news is, it is necessary to solve
the problem. To get it right to the definition is important because the use of fake news can be used
for many genres. Only when it is correctly defined we can make the correct response. Machine
learning (ML), natural language processing (NLP), and artificial intelligence (Al) are looked to
different fields and techniques.
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Figure 2.1: Fake news on social media: from characterization to detection (Kai Shu et al, 2017).

Figure 2.2: Misleading image



Figure 2.2 shows two images between two dates provided to illustrate deforestation, but images are
given at the same time and as the same image (Wwf, 10yearschallenge, 2019.) Identifying reliable
news sources has become more difficult, and this image fits the subject. The post was shared by the
World Wildlife Fund (WWF) - Pakistan on multiple social media platforms with hundreds of
thousands of followers, plus the same post was shared by more than 750,000 followers and attracted
thousands of comments and reactions. On the contrary, with a reverse search on Google and Yandex
search engines, we can find the original image attributed to photographer Richard Carey in
Shutterstock images. This situation shows us that the problem situation is dangerous. This event is
also a growing need for analysis tools that can provide artificial intelligence solutions that can
provide insight into the reliability of online content in the show.

2.1.1 What is fake news

First of all, fake news is handled in two different parts. Those that are deliberately invented, albeit
difficult to prove, and fictitious news that spread unnoticed, whether intentionally or not. Some
problems make fake news detection difficult. A few examples of these; partial lies, biased news,
incomplete information resulting from negligence. In addition to the difficulty of detecting fake
news at present, there is also the difficulty of distinguishing and identifying. Although many factors
make it difficult to work, many people and institutions have produced studies in this field. In many
studies, we can see that the news is divided into different classification categories or they touch the
subject from different angles.

In addition to scientific studies in this field, various news organizations shared information about
the subject. NYT newspaper drew attention to this issue and these news reports “a made-up story to
deceive” because of the importance of it. defined as. A study shows us that nowadays people easily
believe more fake news than real news. This is a terrible rate (Sabrina Tavernise, 2016).

Writes that the proportion of fake and misleading news according to Buzzfeed News, which supports
and works on the fight against fake news and provides datasets to developers as a news organization,
gives the alarm. In the below part I showed a graphic originally prepared by Buzzfeed News, the
rates of fake news published during the elections in America were shared. The data show us that
these rates are alarming (Craig Silverman et al., 2016).
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2.1.2 Mis-Disinformation Types

The information disorders can be broadly divided into three main categories: disinformation,
misinformation, and wrong information (Claire Wardle et al, 2017). Disinformation, mislead, and/or
are deliberately spreading false or incorrect information to deceive. Incorrect information is
incorrect, content shared by people who are not aware that false or misleading (Liang Wu et al.,
2019). Malinformatio's, to define the shared information in real harm. Also, there are other species
caused by the deficiency or distortion related information. The rumor goes from person to person
and is an unconfirmed story is true. (Xinyu Zhou et al, 2018) are often vague rumors or reveal the
presence of the peace of the people threatening events. Despite all the difficulties many institutions
and organizations struggle in this area. There have been institutions that divide fake and misleading
news into different types and define them. The 7 identified types offer us the opportunity to
distinguish more clearly on fake news. These types are listed as follows (Ingrid Brodnig,2017).

e Incorrect Link: Titles or subtitles do not support content

e Incorrect Context: Real content is shared with incorrect contextual information

e Modified content: Original information or images have been modified

e Satire or Parody: Potential to mislead but no intention to harm

e Misleading Description: An issue/use of misleading information to the individual frames
e Counterfeiting Content: When the impersonation of natural resources

e Fitting content: mostly wrong and deceive and new content designed to harm
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Figure 2.5: Types of Fake News



ML and DL offer us the means to overcome these challenges. Before moving on to this part, I would
like to include information about why fake news is so prominent. Fake news doesn't just give
political advantage to politicians, it's not the only reason. People can earn money with these
methods. The reasons behind fake news include media manipulation and propaganda, political and
social influence, provocation and social unrest, and financial profit. It is understood that before the
US Presidential elections there may be a group of Macedonian youth behind the most important
fake stories and that their aim is nothing but financial. In Figure 2.5, it is shown in detail in the
visual prepared by First Draft News using the source (Miguel Malvarez, 2017).

After learning the information shared by the former KGB (Komitet Gosudarstvennoy Bezopasnosti)
agent Yuri Bezmenov in his interview, we can understand more easily how serious the fake news
used in psychological warfare methods is. Agent Yuri Bezmenov lists psychological warfare in 4
stages. He stated in his interview that these are demoralization, destabilization, crisis, and
normalization. He also stated that this method aims to change people's real perceptions and thus
prevent the mind from seeing reality. In this technique called Ideological Destruction, people cannot
see the truth despite the abundance of information



2.2. LITERATURE REVIEW

On social media platforms, the volume of the data sent by the users grows very large, so it is very
difficult to determine the subject to which the content is related (Shu et al., 2017). Also, news
platforms, which are considered to be a reliable source, can produce fake news that does not suit
them and people do not expect. It is to share accurate, precise, and real news that suits news
organizations. Unfortunately, news organizations can share misleading and inaccurate news in a
way that does not suit them, and in today's age, with the possibilities of technology, fake news can
spread at an incredible speed.

This situation shows that the research is very important. It is a positive step towards a critical effort.
There are many studies in this field, and one of them is an article by Marco L. Delia Vedov et al.
An easy method was discovered to detect fake news using the Naive Bayes classifier. Facebook data
was used at this stage. Instead of news articles on the internet. As a result, it achieved 74 % accuracy
in the paper grading process. Aside from this low accuracy rate, using social media data alone is not
enough for analysis. For this reason, in my thesis, I used data sets consisting of news from more
than ten sources.

The article was written by Rubin et al. It deals with the fake news area of satire news. Satirical
stories provide clues that deliberately reveal their deception. While fake news requires readers to
believe in a false truth, satire news should be understood as a gesture at the end. This article provides
an in-depth view of the characteristics of humor and satire news, along with the reporting style of
the authors. The newspaper evaluated news articles from twelve current news topics in four different
fields: citizenship, science, business, and social news. The article proposes a Support Vector
Machine-based algorithm that can detect satire news based on features such as Nonsense, Humor,
Grammar, and Punctuation. The models achieved 90% accuracy and 84% recalls. The goal is to
reduce the negative impact of satire news on readers.

We cannot separate each news piece as true or false with a definite difference, because this news
has typed. For example, satire is one of and it is not news to deceive or harm people. Some
researchers have done studies in this direction. Rubin et al. Examples of this subject. As a purpose,
the satire news deliberately provided clues revealing its deception. As the first thought, fake news
should ask readers to believe in a false truth, while satire news should be understood as a gesture.
So there is a joke and humor in satire. In this study, it gains importance as it is different from the
general stories. As a result of their work, the models achieved an accuracy of 90 % and a recall of
84 %.



Some researchers have based the news on different sources in their studies. For example, Namwon
Kim et al. detects fake news based on unified key sentence information. Also, instead of the most
preferred English datasets, the Korean dataset is used. The reason why English datasets are used
more is that it is the most used language in the world and this language is since there are more
resources in social media. He performs his studies by using an efficient matching process for word
vectors obtained using bidirectional LSTM. As a result, they achieved an accuracy varying between
64 % and 69 %.
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CHAPTER 3

3. DATA PRE-PROCESSING

3.1. DATA PROCESSING

Converting data from given or raw form to the desired form makes it more usable and more
meaningful. Data Processing is a stage of cleaning the data to be used and preparing it for training.
Mathematical modeling, algorithms, such as this process can be automated. For taking meaningful
results from data, data processing is an acceptable beginning process. The given form data cannot
yield a successful result. The reason of it, raw data has noisy inconsistent parts in it. In this way,
the program cannot understand relations between words and sentences, as a result of this program
is not able to show a successful inference. As is raw data called dirty data (Erhard Rahm et
al.,2020). This method is a method used to transform the obtained raw data into a clean data set.
If missing or raw data are used in a model, it can cause various errors and consequently reduce its
accuracy.

Data

Structure y
Datl Preprocessing

N

Figure 3.1 Raw data processing steps

An article published by Forbes shared the information that data scientists spend 60% of their time
cleaning and organizing data. This ratio shows that the process is very important. The same research
shares that they spend 19% of their time collecting data. This shows us that data scientists spend
about 80% of their time preparing and managing data for analysis. The next sections describe the
data pre-processing stage (Gil Press, 2016).
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19% %5 Others
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Figure 3.2: Rate of time spent by data scientists

3.1.1. Need for Data Preprocessing

In Machine Learning (ML) and Deep Learning (DL) projects, data is formatted to get better results
from the model. The importance of optimizing data is better understood when we examine
algorithms. DL and ML models must have information in a specific format. For example, the
Random Forest algorithm does not support null values, so random forest algorithms need to be
managed from the original raw data set for the operation of the null value. Therefore, before feeding
data into an algorithm, it is a necessary step to apply different types of transformations to our data,
and this is called preprocessing (Sireesha Moturi, 2020). Another aspect of the data set on which to
run multiple machine learning and deep learning algorithm on a data set and the best of them should
be formatted so that selection.
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Data Processing steps to perform are as follows:

—> Collection

— Preparation

Input

Data
Processing

Processing

—> Output

T Storage

Figure 3.3: Data processing steps

3.2. DATA CLEANING

The data cleaning phase is one of the important parts. It plays the most important role in creating a
model. Data cleansing is the process of preparing incorrect, incomplete, irrelevant, duplicated data
to analyze data by removing or replacing malformed data. Data cleaning is not just about cleaning
unnecessary information. While the first things that come to mind for data cleanup are steps such as
correcting typos, standardizing data sets, and removing blank spaces, it includes more actions. The
data cleaning can make better or decrease the quality of a project.

When it comes to analyzing data, raw data is often not necessary or useful because it can hamper
the process or provide false results. Maximize the accuracy of data sets before deleting information.
It is a phase in which professional data scientists often spend a great deal of their time. The desired
result of algorithms depends largely on a well-cleaned dataset. Depending on the answers being
sought there are several methods for data cleaning. Different types of data require different cleanups.
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I explained what the general stages are, the types required and used in this study in the following
section.

Removal of
unwanted
observations

Managing
Unwanted
outliers

Fixing
Structural
errors

Figure 3.4: Data Cleaning

3.2.1. Removal of unwanted observations

There are 2 types of this; duplicates and irrelevances. Duplicate Observations are data repeated a lot
of time in a dataset. Also in some situations, during error, this type can happen. Cause of the error
participant couldn't send more than one submission. Irrelevant Observations, not related to the
subject can be inside a dataset. It is possible for a data set to damage integrity in irrelevant content
outside of its purpose. If my news dataset contained market information, it would be an example.



3.2.2. Fixing Structural errors

Structural errors, errors that occur in measurement, data transfer, or other similar situations. Spelling
errors in the name of properties, the same attribute with a different name, incorrectly labeled classes,
separate classes that really should be the same, or inconsistent capitalization include structural
errors. To prevent this, lower case processing is applied to the data set.

3.2.3. Managing Unwanted outliers

Linear regression models are less resistant to irregular and irrelevant values than decision tree
models and can be given as an example of these outliers. For each case, we can not say that removing
them improves performance or not (GeeksforGeeks, 2018).

3.3 TEXT PROCESSING

3.3.1. What is text preprocessing

Text pre-processing, text can be estimated for a task can be analyzed and means to bring a form.
cleaning and preparation of the text data, the data is an approach that makes available in a specific
context, and the context of my thesis is to make the data available for the detection of false news.
"Text data is usually number formats, date formats, and prepositions, articles and pronouns are not
likely to help, such as text mining involve some special formats such as the most common words."
(Dr. S. Kannan et al., 2014). I used natural language processing (NLP) pipelines before model
training.

3.3.2. What is Natural Language Processing

Natural Language Processing (NLP) is an application area that studies how computer language can
be done to understand and process text in natural languages. (Dr. S. Vijayarani ve digerleri 2015).
NLP researchers, how to understand people's language and aims to collect information about the
use and in this way to fulfill preferred roles of the computer system to understand natural language
and appropriate tools and techniques can be developed to ensure that manipulated.

Also, my goal is to make the text understandable when processing it. As previous research has
shown, NLP is one of the main methods used for this. NLP is a subfield of computer science and
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artificial intelligence and deals with the interactions between computers and human (natural)
languages. NLP is a field of Artificial Intelligence that gives machines the ability to read,
understand, and infer.

Some examples of NLP implementation are as follows: Speech recognition, document
summarization, machine translation, spam detection, named entity recognition, sentiment analysis,
language translation, question answering, autocomplete, and fake news detection. Used to apply
machine learning and deep learning algorithms to text and speech.

NLP is actually in our lives in more areas than we think. The speech recognition feature on the
smartphones we use serves by using the NLP infrastructure. Natural language processing takes text
as input. These texts are collected from many data sources. Before analyzing the data, many steps
and cleansing are required.

In the vector space model, each word or term is represented as an axis/dimension. Text is represented
as a vector in a multidimensional space. Unique means the number of words and dimensions
(Harshith, 2019).

VECTOR
? SPACE
§ MODEL

term 2

sentence n

sentence 2

term 1

& . sentence 1

Figure 3.5: Vector Space Model
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Examples of NLP can be explained as follows;

e NLP records Patients' statements and conversations, as well as reviewing the patient's old
electronic health records, allowing the disease to be identified and predicted. This ability to
depression, cardiovascular disease, and even cancer diagnoses are being investigated in the
changing health conditions.

e With NLP, organizations can determine the opinions, ideas, and trends of their customers,
and what they say about a service or product.NLP draws the desired result by identifying
information in sources such as social media.

° An employee at IBM developed a personalized search engine. This tool can be called a
cognitive assistant who knows a lot of information about you.

° Companies like Yahoo and Google, by analyzing the text in the e-mail servers and spam
from your e-mail with NLP stopping from entering your inbox by e-mail filter and categorize.

° To help identify the fake news, the NLP Group at MIT has developed a new system to
determine the source of a correctly or whether politically biased. a system like this is a serious
example of a false news set and determines whether they trusted a trusted news source in this way.

The various text preprocessing steps that [ used in this study are:

Tokenization
Lower Casing

Stop words removal
Stemming

Lemmatization
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3.3.3. Stop words removal

Sometimes, some extremely common words that have little value in helping to select documents
that fit a user's need are completely excluded from the vocabulary. These words are called stop
words. A stop list overall strategy for determining is to sort the frequency of collection of terms (in
the collection of documents each term the total number appear) and then take the most common
terms used, usually the domain of indexed documents for semantic content, as a stop list, members
then indexing discarded during (nlp.stanford.edu, 2009).

nn

A stop word is a commonly used word (such as "the", "a", "an", "in") and these words do not have
any significance as they do not help distinguish the two documents. These words can turn out to be
too many problems. Therefore, it is necessary to delete these unrelated words.

"Or, and as boolean common features, however, and pronouns should be removed because the
influence and these words do not take very least adds value or no value to the classification process"
(Amman Ismael I Kadhim, 2018). The model is programmed to ignore stop words as a result.

Stop words, is a set of commonly used words in a language. stop words in English, "a", "the", "is",
"are", etc. is. Nevertheless, there is no one universal list of words to be blocked, so it may vary. The
list of stop words and practices vary by language. Stop using intuition behind the words, instead of
removing words from the text that contains little information is focused on the important word.

Analyzing instead of all words from the word lists, word Removal can stop applying heavy
Preventors this stage. The popular search area systems are applying fields of stop words, text
classification applications, topic modeling, topic extraction, and others.

The tool has a predefined list of StopWords NLTK that refers to the most common words. By storing
a list of the words that you consider to stop words can remove them easily. NLTK (Natural Language
Toolkit) in python has a list of stopwords stored in 16 different languages.

3.3.4 Stemming and lemmatization

Stemming Stanford University NLP according to the source, stemming often indicates a rough
intuitive process often degrade the ends of the target word in hopes of achieving accuracy and
usually involves the removal of attachment differentiation.

Once again, according to Stanford University NLP sources, Lemmatization defines it as follows:
“Lemmatization refers to doing things neatly using a vocabulary and morphological analysis of
words, usually aimed at removing inflectional endings and restoring the basis of a word or verbal
form. This system is known as lemma (nlp.stanford.edu, 2009). For grammatical and linguistic
reasons, documents will use different forms of a word. For example, to edit them, organize and edit
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comes with different forms of the same word database. Also, families of these words, another
example of democracy, and democracy and democratization have both derive the purpose of
explanation, the shot is a basic form of a word and sometimes reducing common forms of related
derivative form. Also, families of these words, another example of democracy, and democracy and
democratization have both derive the purpose of explanation, the shot is a basic form of a word and
sometimes reducing common forms of related derivative form. For instance:

am, are, is = be

car, cars, car's, cars' = car

The result of this mapping of text will be something like:
the boy's cars are different colors =

the boy car be a different color

Connect

Connected "
Stemming

Connecting 1

Connectio Connectl

Figure 3.6: Stemming
3.3.5 Tokenization

The tokenization is called text segmentation or lexical analysis. The basic definition of tokenization
is splitting data into small chunks of words. Tokenization is a popular process. Tokenization is one
of the types of natural language text preprocessing. In this step, all the basic information about the
data without compromising the security of sensitive data modification and having a unique
identification symbol is preserved. As a result, raw text is pre-treated and divided into textual units
(I Kadhim Ismael Ammar, 2018). There are 2 types of tokenization.

1. Sentence Tokenization

2. Word Tokenization
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3.3.5.1. Sentence Tokenization

The sentence on simgesellestir is divided into a series of written language component of a sentence.
The idea here seems very simple. English and several other languages, the separate sentence is a
punctuation mark, we see a common need.

Its history can be traced back nearly 5,000 years to archeological
discoveries in the Middle East.

It is a two player game where each player has fifteen checkers which
move between twenty-four points according to the roll of two dice.

Figure 3.7: Sentence Tokenization

3.3.5.2. Word Tokenization

Word icon making, is divided into component words of a series of written language. gaps in many
other languages that use a form of English and Latin, the word separator is a better approach.

['Backgammon', 'is', 'one', 'of', 'the', 'oldest', 'known', 'board',

|gameS|’ |.|]

['Its', 'history', 'can', 'be', 'traced', 'back', 'nearly', '5,000',
'vears', 'to', 'archeological’, 'discoveries', 'in', 'the',
'Middle', 'East', '.']

['It', 'is', 'a', 'two', 'player', 'game', 'where', 'each',
‘player', 'has', 'fifteen', 'checkers', 'which', 'move', 'between',
"twenty-four', 'points', 'according', 'to', 'the', 'roll', 'of',
"two', 'dice', '.']

Figure 3.8: Word Tokenization
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In [32]: print("The encoding for document\n",df.combined[0],"\n is : ",train sequences[0])

The encoding for document

budget fight looms republicans flip fiscal script washington reuters head conservative republican faction congress v
oted month huge expansion national debt cuts called fiscal conservative sunday urged budget restraint keeping sharp p
ivot republicans representative mark meadows speaking face nation drew hard line federal spending lawmakers bracing b
attle january return holidays wednesday lawmakers begin trying pass federal budget fight likely linked issues immigra
tion policy november congressional election campaigns approach republicans seek control congress president donald tru
mp republicans want budget increase military spending democrats want proportional increases defense discretionary spe
nding programs support education scientific research infrastructure public health environmental protection trump admi
nistration willing going increase defense discretionary spending percent meadows chairman small influential house fre
edom caucus said program democrats saying need government raise percent fiscal conservative rationale eventually peop
le money said meadows republicans voted late december party debt financed overhaul expected balloon federal budget de
ficit trillion years trillion national debt interesting hear mark talk fiscal responsibility democratic representativ
e joseph crowley said crowley said republican require united states borrow trillion paid future generations finance c
uts corporations rich fiscally responsible bills seen passed history house representatives think going paying years c
ome crowley said republicans insist package biggest overhaul years boost economy growth house speaker paul ryan suppo
rted recently went meadows making clear radio interview welfare entitlement reform party calls republican priority re
publican parlance entitlement programs mean food stamps housing assistance medicare medicaid health insurance elderly
poor disabled programs created washington assist needy democrats seized ryan early december remarks saying showed rep
ublicans overhaul seeking spending cuts social programs goals house republicans seat senate votes democrats needed ap
prove budget prevent government shutdown democrats leverage senate republicans narrowly control defend discretionary
defense programs social spending tackling issue dreamers people brought illegally country children trump september ma
rch expiration date deferred action childhood arrivals daca program protects young immigrants deportation provides wo
rk permits president said recent twitter messages wants funding proposed mexican border wall immigration changes exch
ange agreeing help dreamers representative debbie dingell told favor linking issue policy objectives wall funding nee
d daca clean said wednesday trump aides meet congressional leaders discuss issues followed weekend strategy sessions
trump republican leaders white house said trump scheduled meet sunday florida republican governor rick scott wants em
ergency house passed billion package hurricanes florida texas puerto rico wildfires california package exceeded billi
on requested trump administration senate voted

is : [460, 3207, 1, 402, 284, 2187, 2347, 8, 16, 270, 726, 154, 147, 412, 1898, 53, 1, 45, 292, 256, 2065, 1379, 4,
2621, 4315, 69, 2834, 6206, 2934, 3, 10, 1, 81, 115, 398, 1177, 284, 16, 12, 2755, 3081, 3581, 116, 142, 231, 126, 6
9, 1982, 98, 494, 85, 483, 187, 420, 284, 995, 3383, 1473, 2834, 170, 297, 61, 2347, 181, 460, 2, 956, 67, 1, 1368, 2
187, 3581, 116, 270, 286, 105, 2330, 1092, 2574, 1019, 143, 69, 45, 509, 21, 2427, 9317, 4043, 6970, 284, 414, 3744,
6719, 2, 1715, 808, 191, 45, 1267, 1202, 3894, 812, 1377, 2834, 149, 13135, 1730, 173, 284, 1404, 2226, 1264, 918, 14
77, 2922, 2834, 2135, 1332, 6835, 280, 2, 2834, 1676, 903, 26, 2666, 284, 1338, 289, 806, 1264, 1178, 26, 1379, 2934,
460, 2, 126, 6206, 2940, 3573, 6719, 460, 2, 436, 256, 442, 637, 334, 94, 3459, 1839, 2621, 665, 4315, 284, 7312, 16,
12, 410, 14, 6719, 6206, 2666, 154, 2, 81, 446, 64, 11, 460, 491, 3574, 1557, 2310, 1242, 6719, 786, 49398, 38141, 1
7, 1124, 56, 1006, 284, 361, 16, 12, 7312, 5877, 818, 1380, 16, 12, 2, 260, 1898, 215, 812, 1377, 57, 6750, 126, 207,
7248, 28632, 2, 436, 143, 1757, 21, 422, 816, 5247, 28632, 17, 8, 824, 769, 2018, 232, 4, 426, 1236, 2188, 379, 94, 9
4, 293, 598, 143, 4, 1043, 1443, 1753, 28]

Figure 3.9: Encoding

3.3.6. Lower Casing

Text pre-processing is one of the simplest and most effective ways. This incredibly simple process
is a very easy step in the processing of words in the entire dataset. Most of the issues are valid for
text mining and NLP problems are not too big and your data sets that can help where help
significantly to the consistency of the expected output. Lower Case Conversion rarity thanks to a
fantastic way to solve the problem, many people are using it, and this explains why the use of
lowercase letters. Here is an example of how to solve the problem of the small letters below rarity;

RAW LOWERCASED

Canada canada
CanadA
CANADA

TOMCAT tomcat
Tomcat
toMcat

Figure 3.10: Lower Casing

21



3.3.7. Word Embeddings and Text Vectorization

The process of converting words to numbers to manipulate natural language text and extract useful
information from a particular word is called vectorization and word embedding. A sentence or text
used in machine learning and deep learning techniques must be transformed into a set of real
numbers, a vector. Word Embedding, in other words, is known as word vectorization. Each word is
represented by a vector of true value, usually tens or hundreds of dimensions, where words are
compared to thousands or even millions of dimensions. A word embedding is a learned
representation for text where words with the same meaning have a similar representation. Natural
language processing is realized through this approach to represent words and documents that can be
considered as one of the fundamental stages of deep learning in challenging problems. Most neural
network toolkits do not work well with very high dimensional, sparse vectors, and therefore the use
of computational low dimensional vectors is one of the advantages (Yoav Goldberg, 2017). Each
word is mapped to a vector and the vector values are learned like a neural network, so technically
deep learning is often clustered as one-hot encoding. Likewise, I applied the model to one hot
coding. Burial words, substantially at a predefined vector space of the individual words are an
engineering grade being represented by real-valued vectors. Word2vec developed by Google, as
examples thereof Glove developed by Stanford and has issued only tools for this process. Both of
the two N-dimensional vectors mathematically as reflected in linear space (iteml, item2) is a
measure of the cosine of the angle between. The advantage of the cosine similarity is the Euclidean
distance even if predicting the document similarity. Word embeddings are used in the following use
cases (Prabhu, 2019).

Compute similar words

Text classifications

Document clustering/grouping

Feature extraction for text classifications
Natural language processing.

3.3.7.1 Word2Vec

For efficient learning one of the methods is Word2Vec that converts word embedding from a text corpus.
For explaining the Word2Vec giving example makes more clear, if you give a string like [King, Queen,
Prince], the Word2Vec method will show "Prince" as the words closest to them. Word2Vec allows for
vector-oriented reasoning based on distances between words. Learned automatic relationship of male
and female and with induced vector representations, reasoning based on distances between words
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became more clear. For example, "King - Male + Female" results in a vector very close to the "Queen"
and there are similarities in the field. Generally speaking, when you hear the news that "a woman was
killed by a neighbor", the neighbor is thought to be a man. This shows exactly what perception
management is. The mainstream media feeds our minds as "Men are usually murderers", as a result, we
have a certain perception. (Miicahit Giiltekin,2016)

There are two different words to find the embed learning model that can be used as part of the
word2vec approach; Continuous Bag-of-Words, in other words, CBOW Skip-gram model and
Continuous Model. These are two based on different things. Briefly, the CBOW model learns to
place guessing based on the current word in context, and other care to continuously jump-gram
model, learn by guessing words surrounding an existing word constantly jump-gram model, the
words surrounding the current word.

INPUT ~ PROJECTION  OUTPUT INPUT ~ PROJECTION  OUTPUT
w(t-2) w(t-2)
w(t-1) w(t-1)
SUM /
—»L w(t) w(t) —
w(t+1) / x wit+1)
w(t+2) w(t+2)

cBOW Skip-gram

Figure 3.11: CBOW and Skip-gram
3.3.8 One Hot Encoding

One hot encoding, such as one of the multi-class classifications is still the most common procedure
to fulfill their duties. This procedure modeled a f : RP — Z"} the function that maps image or
audio samples to a probability distribution on a separate set of n tags of target categories. This
process requires categorical values to be mapped to integer values first. Then, for each integer
values, all the values except for the one marked integer index is represented as a binary vector of
Zero.
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Unfortunately, when the output of magic, class labels, the current label does not cover the full label
area mainly due to the cross-correlations properly. As a result, the output of higher-dimensional
(orthogonal) projection of a field, because the calculation of the parameter space of the model
significantly increases, one hot coding can fail in fine-grained classification tasks. Also, the
sampling rate per track for a plurality of data sets with a tag is typically reduced. Therefore, it is

used in a hot encoding and embedding the integrity of my work. It can be thought of as a kind of

"binary encoding".

OneHotEncoder class, which is also under the preprocessing library, can be used to perform this
transformation as follows. (Pau Rodriguez, 2018)
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Figure 3.12: One Hot Encoding Schema
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CHAPTER 4
4. METHODS AND MATERIALS

4.1. FEATURE SELECTION METHODS

4.1.1 Classification

Supervised machine learning algorithms, after analyzing a series of observations, input and try to
express as a mathematical dependence between the output and this defines descriptive models that
capture the relationships between the data. Classification is an area of supervised machine learning.
Be the labels or categories according to the characteristics of an asset and tries to predict. It deals
with many important machine learning problems. Classification problems have classes or
categories called discrete and finite output. For example, if an article at the right is a classification
problem. The two main types of problem of classification, classification, and binomial and
multinomial classification.

1. Bilateral or binomial classification: exactly two classes you can choose from (usually 0
and 1, or true and false positive and negative).

2. Very class or polynomial classification: three or more classes of output selection can be
made.

“If there’s only one input variable, then it’s usually denoted with x. For more than one input, you’ll
commonly see the vector notation X = (xi, ..., x;), where r is the number of the predictors (or
independent features). The output variable is often denoted with y and takes the values 0 or 1.”
(Mirko Stojiljkovi¢, 2020).

4.1.2. Classification Process

Below is a schematic representation of the classification process. The first step of the process is to
pre-process the data which includes stopping word removal, lower casing, tokenization, word
embedding of the entire characters. Also, special characters are removed from the corpus. The One-
Hot encoding process is used, and a vector is formed representing the documents involved. The
ultimate step of the classifier is to predict the class of the given news article into real or fake in the
label column. Inside the label column, real and fake news is represented by 1 and 0. There are a
total of 5 machine learning models and deep learning models being tested here to arrive at the best
choice. The data is partitioned into train and test.
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Fake News .ﬁ Preprocessing Feature Extract‘mn
Dataset One-Hot Encoding

Fake News
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Real News

Figure 4.1: Classification Process Schema of Fake News Detection

4.2. Machine Learning

Machine Learning is an area that the ability to learn computers. This ability to learn is taught without
explicitly programmed. Machine learning is no longer suitable for many areas and provides exciting
results. This is a human talent is the work area where computer learning is taught. Machine learning
has various types of classification. In this section, I will explain some types of use.

4.2.1. The Multinomial Naive Bayes classifier

Scikit-learn.org, which can be accepted as the Main Source, has defined this classification method
as follows; “The multinomial Naive Bayes classifier is suitable for classification with discrete
features (e.g., word counts for text classification). The multinomial distribution normally requires
integer feature counts. However, in practice, fractional counts such as tf-idf may also work.”

Naive Bayes, which is computationally very efficient and easy to implement, is a learning algorithm
frequently used in text classification problems and the multinomial Naive Bayes classifier is suitable
for classification with discrete features as word counts for text classification and fake news
classification.

Multinomial Naive Bayes classifier is used for distributed data polynomial. The emergence of a
feature does not affect the possibility of the other features and also performed better than
multinomial Naive Bayes's most powerful alternative to small sample sizes. Application is easy,
fast, and accurate is used in many different areas.

To understand how Naive Bayes works, first, have to make sure to understand the concept of Bayes’
rule. This model was formulated by Thomas Bayes (1701-1761) :
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where,

P(A)= the prior probability of occurring A

P(B/A)= the conditional probability of B given that A occurs
P(A/B)= the conditional probability of A given that B occurs

P(B)= the probability of occurring B

4.2.2.Random Forests

During training time, Random forests by building multiple decision trees. Random forests generally
outperform decision trees. However, data characteristics can affect their performance, cause of this,
cleaning data is also important.

An RF step is to install before, and this ensures that each unique random decision tree in the forest,
which reduces the overall variance of the RF classifier. For the final decision, the RF classifier
collects the decisions of the individual trees. In the end, we can see that the RF classifier shows a
good generalization. RF classifiers tend to perform better than most other classification methods in
terms of accuracy. RF classifier does not need the feature scaling; This feature is available in DT.
RF classifier, the training is a more robust selection of samples and noise in the training data set.
Although more difficult to interpret the RF classifier, the advantages are easier to set
hyperparameters according to DT classifiers.

The steps for creating a random forest classifier (Breiman, 2001):

e “Give the variable named' N' a proper value, which is the number of elements of each
subset of features.

e Depending on the value of N, select a new feature subset m from the whole feature set at
random.

e Train the data set with the feature sub-set to build a decision tree for each training set
group.
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e Select a new m that is different from others and do the whole thing again until all the
subsets of the features are used. A random classifier of the forest is completed.

e Give the test data and determine the class name of the study according to the ranking
results of each classification.” (Simsek,2020)

4.2.3. K-Nearest Neighbor

K-NN (K-Nearest Neighbor) algorithm is one of the simplest and most widely used classification
algorithms. K-NN nonparametric (nonparametric), lazy (lazy) is a learning algorithm. If we try to
understand the concept of lazy, unlike eagerness to learn, there is a training phase of lazy learning.
Training data can not be learned, rather than the training data set that "memorizes". We want to
make a prediction, call the nearest neighbors in the entire data set.

A K value is determined for the algorithm to work. This K value is the number of elements to look
at. When a value arrives, the distance between the value is calculated by taking the closest K
element. The Euclidean function is often used in the distance calculation process. Manhattan,
Minkowski, and Hamming functions can also be used in addition to the Euclidean function. It is
sorted after calculating a distance and a corresponding value is assigned to the corresponding class
(Hall, 2018).

4.2.4. Stochastic Gradient Descent

SGD has been successfully applied to large-scale and sparse machine learning problems often
encountered in text classification and natural language processing and the reason for this, it
performs operations on 1 random data at each step. It processes 1 data randomly at each step,
which makes it more effective. Since the points are constantly changing, it aims to reach the
optimum point. In my thesis, the reason for using the SGD algorithm instead of Batch Gradient
Descent is SGD is faster than Batch Gradient Descent. Fast and effective processes are of great
importance in the model development process.

Just a way of training, SGD is essentially an optimization technique. In contrast. SGD does not
correspond to a family of machine learning models. SGD is an efficient and ease of implementable
optimization technique. All these advantages have some disadvantages too. In SGD feature scaling
steps are sensitive and require several hyperparameters such as the regularization parameter and
the number of iterations (scikit-learn.org,2020).
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Stochastic Gradient

Figure 4.1. Stochastic gradient descent compared with gradient descent.

Source: https://www.researchgate.net/figure/Stochastic-gradient-descent-compared-with-gradient-
descent fig3 328106221

4.2.5. Logistic Regression

Logistic Regression (LR), one Machine Learning classification algorithms. LR is used to estimate
the probability of a categorical dependent variable. In logistic regression, the dependent variable
1 (yes, successful, etc.) Or 0 (no failure etc.) Is encoded as a binary variable that contains the data.
In other words, the logistic regression model predicts P (Y = 1) as a function of X. "(wikipedia.org).

There are certain Logistic Regression requirements. Some of the steps required to make the
Logistic Regression process feasible are as follows; First of all, for Binary regression, the 1st factor
level of the dependent variable should represent the desired result and only important variables
should be included. Without these, it is difficult to get a healthy result. Moreover, the arguments
must be independent of each other. In other words, the model should have little or no multi-link
capability. Basic classification technique of logistic regression, linear classifiers belong to the
group and are said to be somewhat similar to the polynomial and linear regression.
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To understand LR we need to understand the sigmoid function The sigmoid function is defined in
the below part. Although in a short, the sigmoid function has values very close to either 0 or 1
across most of its domain and so this one makes it suitable for application in classification
methods.This image shows the sigmoid function of some variable x:

1.0-
0.9
0.8
0.7
0.6
0.5-
0.4-

o (x)

0.3
0.2-

0.1- 1

0.0 A o{x) = 1+ exp(—x)

—10 -5 0 5 10
X

Figure 4.1. Sigmoid function
4.3. Deep Learning

Deep learning exists as a subfield of machine learning. There are certain similarities between
machine learning and deep learning. One of the ways to implement machine learning is DL. Deep
Learning methods are a modern update of Artificial Neural Networks that are concerned with
building much larger and more complex neural networks. There are some types of deep learning,
such as supervised and unsupervised, and also the most popular deep learning algorithms are:

Convolutional Neural Network (CNN)
Recurrent Neural Networks (RNNs)

Long Short-Term Memory Networks (LSTMs)
Deep Belief Networks (DBN)

In my thesis, I used RNN and LTMSs.There are mainly important reasons for the increasing use
of deep learning today; the significantly lowered cost of computing hardware is one of those
reasons ( L. Deng,2014 ).
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Thanks, kind of these advantages deep learning applies in many fields;

Medical: For cancer cell detection, brain, gene printing, etc.
Banks: Stock prediction, financial decisions.

Information Retrieval: search engines, both text search, and image
Computer Vision (CV)

Natural Language Processing (NLP)

Recommender Systems

Reinforcement Learning

Graphical Models

Machine Learning Deep Learning the difference between, on the one machine learning workflow
begins with the removal of the images manually specifications, and deep learning in a workflow
is automatically removed from the display-related features. Also, deep learning, a network of raw
data and given the task to be carried out "by learning from the end u" performs. Typically, the data
size will continue to grow in development. The use of small-sized raw data makes it possible to
get bad results.

Because deep learning generally uses neural networks, deep learning models are also called deep
neural networks. The word "deep" is used to describe the number of hidden layers in the neural
network. One of the main differences with Machine Learning is the difference in the number of
hidden layers. While this number may be even 150 deep learning in traditional neural networks 2-
3 hidden layers. This is one of the causes of profound learning generally work better and are the
more highly preferred method. Deep learning models, it does not require manual feature extraction.
It learns properties from data, is trained using large label datasets and neural network architectures
(mathworks.com).

4.3.1. Neural Network

Improved technology allows computer programs can reflect the behavior of the human brain.
Although the neural network is part of the human brain, nowadays science applies and reflects this
system on programs. NN solves common problems in the fields of Al. (www.ibm.com )

Learning is a human brain feature. New information is generated after raw information is learned.
NN is an information system that can automatically generate this information. The learning method
of this system depends on the modeling of it mathematically. In artificial neural networks, it
experiences information first in the learning process. Structurally, NN consists of many layers.
These layers are three as input, output, and hidden layers. The middle part is called a hidden layer.
Layers contain a certain number of neurons and these neurons are connected by Synapses. There
is a coefficient in synapses. These coefficients tell how important the information in the neuron to
which it is connected is.
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Figure 4.1: Neural networks

This figure shows us Neural networks, which are organized in layers consisting of a set of
interconnected nodes, and also networks can have tens or hundreds of hidden layers.

Advantages of Artificial Neural Networks

e Artificial Neural Networks consist of many cells and this process performs complex tasks
by working equally.

e [ earning ability can be learned with different learning algorithms.

e Results (information) can be produced for unseen outputs. Unsupervised learning is
involved.

e They can make pattern recognition and classification. They can complete missing
patterns.

e They have fault tolerance. They can work with incomplete or ambiguous information.
They show graceful degradation.

e They can work in parallel and process real information (www.veribilimiokulu.com,2020).
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Figure 4.2 : Neural Networks as a Composition of Piece

Source: https://omar-florez.github.io/scratch_mlp/
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Figure 4.3: Artificial Neural Network (ANN)
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As you see in Figure 4.3 this is a second-generation Artificial Neural Network (ANN), with a
sigmoidal activation function. The output is continuously based on the inputs received. In a simple
neural network, the input x is defined as the weight w and the value passed to the output of the
network f (x) or activation, we performed. Then there will be input to the final output or another
layer.

Weights: A goal of weight is deciding how much influence the input will have on the output and
weight control the signal between two neurons.

Biases: Biases that are fixed is an additional input to the next layer that will always get a value of
1, and is updated for it. Even if all inputs are zeros the bias unit guarantees here will still be
activation in the neuron.

This equation is the mathematical operation we do when connecting neurons. The formula for this
is given in the following section.

w ej9ATt

L =X W+b
\ j\

inpat bias
Figure 4.4: Weight and Biases

The activation function is applied for each row. The formula for this is given in the following
section.

Prediction Tnput (text) u/ezg/\/'

Y(100, 10] X100, 784] W[784, 10]

Y =Softmax(X.W + b)

Modtris bios

Activation Function bl10]

multiplication

(apply to each line)

Figure 4.5: Activation Function, Softmax
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4.3.1.1. Activation Functions

The task of the Activation Function is to process the net input to the cell and determine the output
that the cell will produce in response to this input. If the activation function is not applied, the
output signal becomes a simple linear function. Linear functions are only one-order polynomials.
A neural network without the activation function will behave like a linear regression with limited
learning power. But we want our neural network to learn nonlinear situations as well. Therefore,
generally, a nonlinear function is chosen as the activation function. Because text will be given
which is real-world data for our neural network to learn. Multi-layer deep neural networks can thus
make meaningful inferences from data and learn its properties.

Another point that should be considered while choosing the activation function is that the
derivative of the function can be calculated easily. This is important in terms of not getting tired
of the device/computer used in terms of hardware. Since the derivative of the activation function
is also used in feedback networks, a function whose derivative is easily calculated is chosen so
that the calculation does not slow down. I used the sigmoid function which is an activation function
in the program I wrote. The Sigmoid function" is generally used as the activation function in the
"Multilayer perceptron”" model, which is widely used today (Nilgun Sengoz,2017 ).
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Figure 4.6: Convolutional Neural Networks for Visual Recognition
Source: http://cs23 1n.stanford.edu/index.html
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4.3.2. Sigmoid Function

Also known as the transfer option. It is the function used to output the neural nodes in artificial
neural networks. It allows the neural network to output a yes or no like. It compresses the obtained
value between 0 or 1 or -1 or 1 depending on the function.

The function is defined for a connection with 0 and 1 and converges to 0 and 1 before the x = 0
axes, and always gets (0,1) worth knowing information when encountering (-infinite, + infinite). So
the activation leap. The Sigmoid function, which is a continuous and derivative program, is also the
most frequently used in unrealistic network applications.
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Figure 4.7: Sigmoid Function

4.3.3.Recurrent neural networks

Recurrent neural networks, also known as RNNs, are a class of neural networks that allow previous
outputs to be used as input while having hidden states. In the transaction cycle of the RNN, the
result from the hidden layer is written to both output and content units. In this way, its new input is
processed along with the content units resulting from the processing of previous entries. If there is
a correlation between different memorized data, it is called a "long term" dependency. RNN is a
network that can calculate the relationship between these long-term dependencies.

ht - QD(Wxt + Uh(t—]) )
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h 1s the result of the hidden layer at time t, x, input is multiplied by the weight of W. Then, at
time t-1, the value of h (t-1) kept in the content unit is multiplied by the weight U and added by Wx;
. The W and U values are the weights between the input and the layer. Here, the weight matrix takes
values according to which of the previous and current data has more or less effect on the result. The
error resulting from these operations is calculated and new weight values are rearranged by
backpropagation. The backpropagation continues until the error is sufficiently minimized. The sum
of Wx; + Uh_,y is inserted into the activation function like sigmoid, tanh. Thus, very large or very
small values are taken into a reasonable range (Hamza Ergiider,2018).

Unlike feedforward neural networks, RNNs can use their internal state (memory) to process
sequences of inputs. This makes them applicable to tasks such as fake news detection. All the inputs
are independent of each other in other neural networks. Feedforward networks are also one of the
NN types but not enough for these kinds of data sets (Aditi Mittal 2019).

prediction

»

content unit

input

Figure 4.7:RNN process
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There are some advantages and disadvantages of Recurrent Neural Network

Advantages of RNN;

e In the model sequence of data so that each sample dependent on previous ones
e RNN use convolutional layers to extend the effective neighborhood of the text vector

Disadvantages of RNN;

e (radient vanishing and exploding problems.
e Training an RNN is a very difficult task and this is a computational challenge.
e [t cannot process very long sequences depending on activation functions like tanh, relu.

4.3.4 Vanishing Gradient Problem

Recurrent neural networks during the update of the network involve the unrolling of the network
for each input time step and create a very deep network that requires weight updates. and that
makes a problem. This is called the vanishing gradients, also known as a particular problem with
recurrent neural networks (Azer Celikten,2020).

This creates a disadvantage. When a slow learning event occurs, the optimization that minimizes
the error can be stuck to local minimum values and we cannot get the capability that can be taken
from the artificial neural network model (Ayyiice Kizrak, 2019). Afterward, continued training
does not result in anymore when we examine the changes in weights during training, we will see
more learning in layers closer to the output layer and less change in layers closer to the input layer
(Wang, 2019). As a solution to this problem, LSTM and GRU models, which are specialized
versions of RNN, have been proposed. I used LSTM.

4.3.5 Long Short-Term Memory

Long Short-Term Memory (LSTM) networks, makes it easier to remember history data in memory.
LSTM networks, and is a modified version of similar recurrent neural networks. Wherein the
gradient problem was solved rmn'n disappeared. LSTM is very convenient to classify. The
unknown period has given delays in the time-series forecasting and jobs and trains the model using
the backpropagation. For these reasons, LSTM networks are the preferred technology.
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Figure 4.7:LSTM gates
Source: https://towardsdatascience.com/understanding-rnn-and-Istm-f7cdf6dfc14e

4.3.6. Confusion Matrix

A confusion matrix is known as the error matrix (Stephan, 1997). Each line represents the estimated
range of the matrix and each column represents a real class, it can also be the opposite (David M.
W., 2011).

The name of the confusion matrix, the system is due to the ease of mixing seeing two classes mix.

Your mistake made by the classifier, and more importantly, gives an idea of the types of errors
made. Print may be two or more classes is a performance measure for classification problems. of

predicted and actual values is a table containing the four different combinations.

Actual Values

Positive (1) Negative (0)

Positive (1) TP FP

Negative (0) FN TN

Predicted Values

Figure 4.7: Confusion Matrix
Source:https://towardsdatascience.com/understanding-confusion-matrix-a9ad42dcfd62
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A true positive is an outcome of a model that correctly predicts the positive class.

A true negative is an outcome of the model that correctly predicts the negative class.

A false positive is an outcome of the model that incorrectly predicts the positive class.
A false negative is an outcome of the model that incorrectly predicts the negative class.

It is so useful for measuring Recall, Precision, F1 Score, Accuracy, and most importantly AUC-
ROC Curve. (Ibrahim Mohamed Gad, 2020)

Accuracy: Classification accuracy is calculated as below:

Accuracy=TP+TN/(TP+TN+FP+FN)

Recall: Sensitivity value is also a metric that will help us in situations where the cost of estimating
as False Negative is high. It should be as high as possible.

recall = (TP) / (TP+FN)
Precision: It shows how many of the values we guess as Positive are Positive.
precision = (TP) / (TP+FP)

F1 Score: The F1 Score value shows us the harmonic mean of the Precision and Recall values.

F —1 =2 x (Recall * Precision)/ ( Recall + Precision )

4.3.7. Receiver Operating Characteristic Curve

ROC receiver operating characteristic curve or curve is a graphical plot showing. The separation is
binary classifier system diagnostic capabilities for which the threshold has changed. ROC curve, the
false positive rate (FPR) against the true positive rate (TPR) is formed by drawing. ROC analysis is
a tool that enables the best possible pattern of selecting and disposing of insufficient independent
cost context or the class distribution. ROC analysis further, the diagnostic decision-making
cost/benefit analysis is also directly related to the (wikipedia.org).

4.3.8. Cross-Validation

Cross-Validation is a technique used in model selection to better predict the test performed in a
model. The idea behind cross-validation is to create sample observation sections as validation sets
from the training resource set. Fitting the model on the training data and working accurately on the
model for the real data is not easy. For this, assuring that our model got the correct patterns from
the data is an obligation. Also, ensuring that our model is not getting up too much noise is one of
the requirements. For this goal, I use the cross-validation technique. Place a model in the training
place, then measure it against its new validation set, and then get a better assessment of how the
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model will perform when new observations are requested. The number of segments depends on the
observation and bias in the sample dataset that the sample judgment on variable compensation
changes depending on the more splitting the smaller the bias and the more changes

(veribilimci.com,2017).

4.3.9. K-Fold Cross-Validation

Splitting k number of subsets known as folds perform then perform training on all the subsets but
leave one(k-1) subset for the evaluation of the trained model. Using a method, I iterate k times with
a different subset reserved for testing purposes each time.

Training set
Training folds Test fold
| -
( )
1*iteration —= E1
E
2" jteration . = £2
3 iteration . = E;
LR J
10™ teration . = £y

Source: Karl Rosaen Log http://karlrosaen.com/ml/learning-log/2016-06-20/

Figure 4.7: Diagram of k-fold cross-validation

-
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CHAPTER 5

5. RESULTS AND DISCUSSIONS

In this chapter, experimental results for fake news detection with deep learning and classification of
two different news datasets are completed. I have used pre-trained word embedding in training. The
various machine learns- ing algorithms, as well as deep learning algorithms, have been employed
for classifications. Five different classification algorithms are used to classify detecting fake and
real news. Also to these five classification algorithms I have used RNN LSTM methods. It gives
much information about the news, and too many analysis steps are required to detect fake news.

5.1. EXPERIMENTAL DATASETS

Two different data were used in this thesis, named Liar and Reuters. Detailed information about
these data sets can be found below.

Liar dataset: The first dataset is the Liar dataset. The LIAR dataset was published at first in July
2017. data is taken from PolitiFact's API. The main sources for deceptive detection of opinions are
crowdsourced datasets (Ott et al., 2011; Pe rez-Rosas & Mihalcea, 2015). Very useful datasets for
examining deception detection, but positive training data are collected from a simulated
environment. Because fake news on TVs and social media is much shorter than customer reviews,
these datasets are not suitable for detecting fake statements. Vlachos and Riedel year at 2014 was
the first to create datasets that check fake news and facts, and they received 221 statements by
CHANNEL 42 and POLITIFACT.COM3, a Pulitzer award-winning website. PolitiFact
specifically covers a wide range of political issues with detailed labels so that it makes detailed
decisions. (William Yang Wang, 2017)

Reuters dataset: Reuters is a benchmark dataset for document classification. We can say more
clearly that there are multiple classes in it. It has 90 classes, 7769 training documents, and 3019
test documents. It is a subtest of Reuters-21578 benchmark ModApte. The average number of
words per document is between 93 and 1263 and they are grouped by class in the Training set. The
word size of the training set is 35247 and even if you limit it to words that appear at least 5 times
and a maximum of 12672 times in the training set, there are still 12017 words, which shows how
useful the dataset is. (Thoma,2017)

5.1.1 Fake News Detection

Firstly, the classifications method was applied to the LIAR dataset. Dataset was split into a training
set and a test set. %70 of the dataset used for training and %30 for testing. K-Fold cross-validation
accepted as 5 for increasing the dataset variance. After preprocessing of datasets, classification
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algorithms were applied on a liar and Reuters datasets. Firstly, classical algorithms were applied,
and then the results were obtained with deep learning methods. Classical methods are K-Nearest
Neighbors, Random Forest, Naive Bayes, Logistic Regression, Stochastic gradient descent, five
different methods in Machine Learning and RNN, LSTM were used Artificial Neural Networks.
Afterward, methods were applied, all these results were compared in the tables.

isfake subject text
0 Goverment News 1570
Middle-east 778
News 9050
US news 783
left-news 4459
1 politics 6841
politicsNews 11272
worldnews 10145

Table 5.1 : Subject of Liar Dataset

This list is subject of Liar Datase and it displayed inside of source code of this fake news project.
Subject labels was declared by main source of dataset. I have listed what I started with this topic
in the software I wrote, and you see the topic list and the number of news in this table.
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Figure 5.3: Word Cloud of REAL News

Word cloud is not just a color image. This visual shows us the most repetitive words in the real
news in the data set. Larger words repeated more often, and smaller ones more often. Some
studies stated that the rate of repetitive, dominant and distinct words in fake news was higher. In
the dataset I used in my study, we cannot say that the dominant word ratios in fake and real
datasets are close to each other and clearly false news contain more repetitive words.
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Model

LSTM

Random Forest

Naive Bayes

SGD

KNN

Score

99.87506

99.042316

92.717149

90.801782

85.356347

Table 5.2: Model and Scores of Liar Dataset

First, the Naive Bayes classification algorithm was applied to the Liar dataset. 70% of the dataset
is reserved for training and 30% for the test. After training, the algorithm was tested for 30% test

data and classification was completed with an accuracy of Naive Bayes

92.71 %. At the end of

the classification, a confusion matrix was created and precision, recall, f-measure, and support
values were calculated. Additionally, micro, macro, and weighted average and K-Fold validation,
ROC Curve also calculated. Accuracy for MultinomialNB: 0.93

Percision recall fl-score support
Fake 0.93 0.93 0.93 4763
Real 0.92 0.93 0.92 4217
Accuracy 0.93 8980
Macro avg 0.93 0.93 0.93 8980
weighted avg 0.93 0.93 0.93 8980

Table 5.3: Accuracy for MultinomialNB - Liar dataset
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After the Naive Bayes, the Random Forest algorithm was applied. Again 70% of the data set is
reserved for training and 30% for the test. Initially, the number of trees was randomly assigned to
100. Then the model was applied on the train set and then tested. As a result of the test, the model
reached an accuracy rate of Random Forest 99.04%. At the end of the classification, a confusion
matrix was created and precision, recall, f-measure, and support values were calculated.
Additionally, micro, macro, and weighted average and K-Fold validation, ROC Curve also
calculated. This one is the closest one to LSTM results.

Accuracy for Random Forest: 0.99

Percision recall fl-score support
Fake 0.99 0.99 0.99 4763
Real 0.99 0.99 0.99 4217
Accuracy 0.99 8980
Macro avg 0.99 0.99 0.99 8980
weighted avg 0.99 0.99 0.99 8980

Table 5.4: Accuracy for Random Forest Classifier-Liar dataset
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After the Random Forest, the KNN algorithm was applied. Again 70% of the data set is reserved
for training and 30% for the test. Initially, the number of trees was randomly assigned to 100. Then
the model was applied on the train set and then tested. As a result of the test, the model reached an
accuracy rate of KNN 85.35%. At the end of the classification, a confusion matrix was created and
precision, recall, f-measure, and support values were calculated. Additionally, micro, macro, and
weighted average and K-Fold validation, ROC Curve also calculated.

Accuracy for K-Neighbors Classifier: 0.85

Percision recall fl-score support
Fake 091 0.80 0.85 4763
Real 0.80 091 0.85 4217
Accuracy 0.85 8980
Macro avg 0.86 0.86 0.85 8980
weighted avg 0.86 0.85 0.85 8980

Table 5.5: Accuracy for K-Neighbors Classifier-Liar dataset

49



The KNN algorithm was applied and then the SGD algorithm was applied. Again 70 % of the data
set is reserved for training and 30% for the test. Initially, the number of trees was randomly
assigned to 100. Then the model was applied on the train set and then tested. As a result of the test,
the model reached an accuracy rate of SGD 90.8 %. At the end of the classification, a confusion
matrix was created and precision, recall, f-measure, and support values were calculated.
Additionally, micro, macro, and weighted average and K-Fold validation, ROC Curve also
calculated.

Accuracy for for SGDClassifier: 0.91

Percision recall fl-score support
Fake 0.88 0.95 0.92 4763
Real 0.94 0.86 0.90 4217
Accuracy 0.91 8980
Macro avg 0.91 0.91 0.91 8980
weighted avg 091 0.91 0.91 8980

Table 5.6: Accuracy for SGDClassifier-Liar dataset
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After the SGD algorithm was applied and the Logistic regression algorithm was applied. Again
70% of the data set is reserved for training and 30% for the test. Initially, the number of trees was
randomly assigned to 100. Then the model was applied on the train set and then tested. As a result
of the test, the model reached an accuracy rate of Logistic regression 98.90%. At the end of the
classification, a confusion matrix was created and precision, recall, f-measure, and support values
were calculated. This one is the closest one to LSTM results.

Accuracy for Logistic Regression: 0.99

Percision recall fl-score support
Fake 0.99 0.99 0.99 4763
Real 0.99 0.98 0.99 4217
Accuracy 0.99 8980
Macro avg 0.99 0.99 0.99 8980
weighted avg 0.99 0.99 0.99 8980

Table 5.7: Accuracy for Logistic Regression -Liar dataset
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The accuracy, precisions, and fl score can be computed with the help of confusion matrices. A
single confusion matrix was created for each model. The values shown are the averaged values
over successive trials. Confusion matrix of classification result:
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Figure 5.5: Confusion Matrix KNN-Liar dataset
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Figure 5.6: Confusion Matrix LR -Liar dataset
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Confusion Matrix - SGD

Fake

True label

Real 4

& N
@ &
Predicted lahel

Figure 5.8 Confusion Matrix SGD -Liar dataset
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Figure 5.9 Confusion Matrix RF-Liar dataset
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Figure 5.10. ROC -Liar dataset
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Based on the results, constructed by taking different algorithms on X-axis and accuracy on the Y-
axis. It is inferred that LSTM provides us with the highest accuracy followed by the Keras Neural
Network Sequential model. LSTM provides such high results because the text is inherently a
serialized object. RNN LSTM algorithm was applied. Again 70 % of the data set is reserved for
training and 30 % for the test. Relu and Sigmoid activation functions are used together. Then the
model was applied on the train set and then tested. As a result of the test, the model reached an
accuracy rate of LSTM 99.8 %. At the end of the classification, a confusion matrix was created.

Layer(Type) Output Shape Param#
Embedding (None, None,128) 13914112
Bidirectional (None,256) 263168
dense (None, 128) 32896
dense(1) (None, 1) 129

Total params: 14,210,305

Trainable params: 14,210,305

Non-trainable params: 0

Table 5.8. Sequential model -Liar dataset
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Figure 5.11. Confusion Matrix LSTM -Liar dataset
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Figure 5.12. Accuracy of LSTM model
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Figure 5.13. Model Loss/Cost-Entropy Loss of LSTM model
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The classifications method was applied to the Reuters dataset. Dataset was split into a training set
and a test set. %70 of the dataset used for training and %30 for testing. K-Fold cross-validation
accepted as 5 for increasing the dataset variance. After preprocessing of datasets, classification
algorithms were applied on a liar and Reuters datasets. Firstly, classical algorithms were applied,
and then the results were obtained with deep learning methods. Classical methods are K-Nearest
Neighbors, Random Forest, Naive Bayes, Stochastic gradient descent, Logistic Regression five
different methods in Machine Learning and RNN, LSTM were used Artificial Neural Networks.
Afterward, methods were applied, all these results were compared in the tables.

Model Score
LSTM 86.533666
Random Forest 95.635910
Naive Bayes 92.144638
SGD 93.516209
KNN 62.219451
Logistic Regression 95.635910

Table 5.9. : Model and Scores
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First, the Naive Bayes classification algorithm was applied to the Reuters dataset. 70 % of the
dataset is reserved for training and 30% for the test. After training, the algorithm was tested for
30% test data and classification was completed with an accuracy of Naive Bayes 92.01 %. At
the end of the classification, a confusion matrix was created and precision, recall, f-measure, and
support values were calculated. Additionally, micro, macro, and weighted average and K-Fold
validation, ROC Curve also calculated.

Accuracy for MultinomialNB: 0.92

Percision recall fl-score support
Fake 0.93 0.92 0.93 440
Real 0.90 0.92 0.91 362
Accuracy 0.92 802
Macro avg 0.92 0.92 0.92 802
weighted avg 0.92 0.92 0.92 802

Table 5.10: Accuracy for MultinomialNB - Reuters dataset
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After the Naive Bayes, the Random Forest algorithm was applied. Again 70 % of the data set is
reserved for training and 30 % for the test. Initially, the number of trees was randomly assigned to
100. Then the model was applied on the train set and then tested. As a result of the test, the model
reached an accuracy rate of Random Forest 95.38 %. At the end of the classification, a confusion
matrix was created and precision, recall, f-measure, and support values were calculated.
Additionally, micro, macro, and weighted average and K-Fold validation, ROC Curve also
calculated.

Accuracy for Random Forest: 0.95

Percision recall fl-score support
Fake 0.97 0.94 0.96 440
Real 0.93 0.97 0.95 362
Accuracy 0.95 802
Macro avg 0.95 0.96 0.95 802
weighted avg 0.95 0.95 0.95 802

Table 5.11: Accuracy for Random Forest- Reuters dataset
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After the Random Forest, the KNN algorithm was applied. Again 70 % of the data set is reserved
for training and 30 % for the test. Initially, the number of trees was randomly assigned to 100.
Then the model was applied on the train set and then tested. As a result of the test, the model
reached an accuracy rate of KNN 64.21 %. At the end of the classification, a confusion matrix was
created and precision, recall, f-measure, and support values were calculated. Additionally, micro,
macro, and weighted average and K-Fold validation, ROC Curve also calculated.

Accuracy for KNN: 0.64

Percision recall fl-score support
Fake 0.61 0.96 0.75 440
Real 0.85 0.25 0.39 362
Accuracy 0.64 802
Macro avg 0.73 0.61 0.57 802
weighted avg 0.72 0.64 0.59 802

Table 5.12: Accuracy for KNN - Reuters dataset
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The KNN algorithm was applied and then the SGD algorithm was applied. Again 70 % of the data
set is reserved for training and 30% for the test. Initially, the number of trees was randomly
assigned to 100. Then the model was applied on the train set and then tested. As a result of the test,
the model reached an accuracy rate of SGD 93.01%. At the end of the classification, a confusion
matrix was created and precision, recall, f-measure, and support values were calculated.
Additionally, micro, macro, and weighted average and K-Fold validation, ROC Curve also
calculated.

Accuracy for SGD: 0.93

Percision recall fl-score support
Fake 0.95 0.92 0.94 440
Real 0.90 0.94 0.92 362
Accuracy 0.93 802
Macro avg 0.93 0.93 0.93 802
weighted avg 0.93 0.93 0.93 802

Table 5.13: Accuracy for SGD Classifier - Reuters dataset
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After the SGD algorithm was applied and the Logistic regression algorithm was applied. Again
70% of the data set is reserved for training and 30% for the test. Initially, the number of trees was
randomly assigned to 100. Then the model was applied on the train set and then tested. As a result
of the test, the model reached an accuracy rate of Logistic regression 96.0 %. At the end of the
classification, a confusion matrix was created and precision, recall, f-measure, and support values
were calculated. Additionally, micro, macro, and weighted average and K-Fold validation, ROC
Curve also calculated.

Accuracy for Logistic regression: 0.96

Percision recall fl-score support
Fake 0.95 0.97 0.96 411
Real 0.97 0.94 0.95 391
Accuracy 0.96 802
Macro avg 0.96 0.96 0.96 802
weighted avg 0.96 0.96 0.96 802

Table 5.14: Accuracy for Logistic regression- Reuters dataset
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After the accuracy, precisions, and f1 score were computed with the help of confusion matrices I
created a single confusion matrix for each model. The values shown are the averaged values over
successive trials. Reuter dataset confusion matrix of classification result:
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Figure 5.14: Confusion Matrix Logistic regression- Reuters dataset
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Figure 5.15: Confusion Matrix MNB - Reuters dataset
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Confusion matrix, without normalization
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Figure 5.16: Confusion Matrix SGD Classifier - Reuters dataset
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Figure 5.17: Confusion Matrix RF- Reuters dataset
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Figure 5.18: Confusion Matrix KNN- Reuters dataset
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Figure 5.19: ROC Curve -Reuters dataset
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Model Score

Random Forest 0.959156
Naive Bayes 0.937641
SGD 0.926108
KNN 0.640474

Table 5.15. : K-Fold Validation - Model and Score Reuters dataset

Based on the results, constructed by taking different algorithms on X-axis and accuracy on the Y-
axis. It is inferred that LSTM provides us with the highest accuracy followed by Keras Neural
Network. I used a Sequential model. LSTM provides such high results because the text is
inherently a serialized object. Bi-Directional RNN and LSTM algorithms were applied. Again 70%
of the data set is reserved for training and 30% for the test. Also, Relu and Sigmoid activation
functions are used together inside the Dense Layer. Then the model was applied on the train set
and then tested. As a result of the test, the model reached an accuracy rate of LSTM 99.8%. At the
end of the classification, a confusion matrix was created.
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Layer(Type) Output Shape Param#
Embedding (None, None,128) 5371904
Bidirectional (None,256) 263168
dense (None, 128) 32896
dense(1) (None,1) 129

Total params: 5,668,097

Trainable params: 5,668,097

Non-trainable params: 0

Table 5.16: Sequential model Reuters dataset
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Figure 5.20: Accuracy and Model Loss/Cost-Entropy Loss of LSTM model
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Confusion matrix, without normalization
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Figure 5.21: LSTM Confusion Matrix
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5.2 Future Work

Studies have shown how important this issue is. It has the power and influence to directly concern
the politics of the countries in which I studied my thesis, the economy and societies. The futures
of countries and societies can be changed using artificial intelligence technologies. He emphasized
the importance of the thesis and the importance of future issues in these days when the events of
the digital coup are more and more. In the continuation of this thesis, it is planned to take the data
from the fixed source only as variable and real-time. The developed model has the power to detect
fake news in real-time. Along with great and exciting developments, the study is of advanced
difficulty. Determining how fake news is fake is a multi-step process. While the social structure
and history of countries can change whether a news is fake or not, it is necessary to improve the
artificial intelligence model produced in this thesis and to strengthen its analysis capability. In the
future, user profiles-based features can also be included for better prediction of news articles. An
approach with multiple parallel channel-based deep convolutional neural networks of different
kernel sizes can also be helpful to perform the classification of news articles. Fake news detection
is an emerging research area that has a scarce number of datasets. It has been observed that basing
fake news detection only on controlled models is not sufficient in all cases. To solve this problem,
most research focuses on additional information such as author information. I think the most
successful approach would be the automatic fact check model, that is to force the model with some
kind of knowledge base, the purpose of the model will then be to extract information for the text
and verify the information in the database. The problem with this approach is that the knowledge
base has to be constantly and manually updated to stay up to date. There is no data on real-time
news or regarding current affairs. The current model is run against the existing dataset, showing
that the model performs well against it. In my future work, news article data can be considered
related to recent incidents in the corpus of data. The next step then would be to train the model and
analyze how the accuracies vary with the new data to further improve it.
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CHAPTER 6
6.CONCLUSION

Fake news has multiple parameters that require a large amount of data and a demanding analysis
process. It is necessary to pay attention to many factors during analysis. As I have shared before,
in the studies conducted in this field, some studies have used data from very limited sources. The
diversity of the news source shows us how authentic the data to be processed is. For these reasons,
I used datasets that have been proven to be of good quality in international standards. I explained
the part about the quality of the datasets in the dataset section. There are many definitions of even
fake news. "According to what is fake?" Need to answer the question well. Before processing the
data, I explained my research on this part that changes the direction of work in the fake news types
section.

In this thesis, I have presented a model for fake news detection through different machine learning
and deep learning techniques. Also, the article investigated the five Machine learning methods
RNN, LSTM and compared their accuracy. In addition to these, the data preprocessing stages were
meticulously done and the best methods were chosen to improve the results. Various procedures
were applied to ensure that the model did not have vanishing gradient and overfitting problems.
Since the Sigmoid activation function caused the vanishing gradient problem, the Relu activation
function was also used and the error was resolved. Two different data sets were used in this study.
It was explained how good the data sets used in the previous chapters are in the literature. The
model that provides the highest accuracy of the LIAR dataset is LSTM and the highest accuracy
score is 99.8%. However, in the Reuters dataset, which is also a quality dataset, we have seen that
the Random Forest model is the method with the highest result with 95.38%. Despite the high
performance of our classifier, there are areas for improvement. Evaluating our models using binary
class datasets to predict the content of any news article as real or fake. My other focal point, echo
chamber defined as a group of people who have the same understanding of social issues or
direction would be to look for any news from the perspective of counterfeit detection, for example,
political echo chamber. The primary motivation for including echo rooms is that any user is not
isolated on any social media platform but exists in the form of a community. In terms of the future,
focusing in-depth on the news-Send relations is an important area to be discovered, and it monitors
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the inclusion of different echo chamber for better classification of news articles.
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