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ABSTRACT Smartphone model detection through sensor data is important for enhancing security protocols,
preventing device fraud, and ensuring authorized service access. While extensive research has utilized
sensors like cameras, microphones, accelerometers, and magnetometers for device fingerprinting, gyroscope
data has remained largely unexplored for model detection due to its high susceptibility to noise from
small vibrations and mechanical imperfections. This study investigates the use of gyroscope data alone for
smartphone model detection. Leveraging the Google Smartphone Decimeter Challenge 2023-2024 dataset,
which provides real-world gyroscope data from multiple smartphones mounted identically on vehicles
during various driving tests, the challenging task of distinguishing between smartphone models under nearly
identical motion conditions is addressed. A fine-tuned WaveNet model is employed to analyze the sequential
nature of the gyroscope data, and an EfficientNetV2 model captures intricate time-frequency representations
using Continuous Wavelet Transform (CWT) with the Morlet wavelet. Combining these models in an
ensemble framework enhanced with an attention mechanism gives an accuracy of 99.01% using just 1—
2 seconds of gyroscope data. This performance suggests that gyroscope data alone can be effective for
model identification, even under challenging real-world conditions. These findings indicate the potential
of gyroscope data in device fingerprinting and may provide a foundation for future advancements in mobile
device security and authentication.

INDEX TERMS Gyroscope, accelerometer, fingerprint, smartphone, neural network, machine learning,
model ensemble, feature extraction.

I. INTRODUCTION

Smartphones are continually rising because they enhance
daily life by providing convenient access to various applica-
tions, including Internet of Things (IoT) device management,
education, healthcare, sports, and financial services. Nat-
urally, smartphones that enhance quality of life gather
extensive personal information through various sensors,
including cameras, microphones, accelerometers, magne-
tometers, gyroscopes, and radio frequency sensors. These
sensors are also employed for device fingerprinting [1], a field
with extensive research focused on enhancing security pro-
tocols, preventing device fraud, safeguarding sensitive data,
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and ensuring that only authorized devices can access specific
services [2], [3], [4]. Smartphone fingerprinting encompasses
two primary approaches: individual smartphone detection
and smartphone model detection. In individual smartphone
detection, sensor data is leveraged to recognize specific
devices based on unique usage patterns and behavioral sig-
natures of individual users. This approach utilizes data from
sensors such as accelerometers, gyroscopes, and magnetome-
ters to capture personal routines, physical handling, and
other subtle interactions with the device, making it possible
to identify the unique usage profile of a specific person’s
smartphone. In contrast, smartphone model detection aims to
distinguish between different smartphone makes and models,
often by identifying subtle variations in sensor outputs, man-
ufacturing imperfections, and signal noise. This approach is
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typically model-agnostic, relying on intrinsic device features
to create unique signatures for each model. Both techniques
are essential for enhancing security, preventing unauthorized
access, and verifying devices in various applications, from
personal authentication to model-based device classification
in large-scale systems.

In general, smartphone device fingerprinting studies pri-
marily focus on cameras, microphones, and accelerometer
sensors. Extensive research has been conducted on these sen-
sors, yielding successful results. These sensors exhibit unique
patterns, manufacturing defects, and distinct noise character-
istics, which can be leveraged as distinguishing features for
device identification. Sensors can be utilized individually or
in combination to enhance the robustness of device finger-
prints, and research has explored both approaches.

In addition to the accelerometer, the Inertial Measurement
Unit (IMU) in smartphones includes a magnetometer and
a gyroscope, though fewer studies focus on these sensors.
A gyroscope is a sensor that measures angular velocity across
three axes (X, y, z), enabling the detection of rotational move-
ment. In smartphones, gyroscopes provide critical orientation
and movement tracking data, supporting features such as
screen rotation, gaming, and augmented reality [5], [6]. The
physical principle underlying smartphone gyroscopes is the
Coriolis force [7]. When the gyroscope rotates around any
axis, the Coriolis effect causes a slight vibration detected
by capacitive pickups. This movement changes the capaci-
tance, generating a signal proportional to the angular velocity.
This signal is then amplified, demodulated, filtered, and
digitized to produce an output in radians per second. The
Coriolis force, defined by Fy= 2mw?® where m is the mass
of the vibrating structure, w the angular velocity, and ¢+ the
linear velocity along the driving direction—enables micro-
electromechanical systems (MEMS) gyroscopes to measure
rotation efficiently. Due to their compact size, low cost, and
low power consumption, MEMS gyroscopes are ideal for
smartphone integration despite their susceptibility to noise
compared to other sensors.

The gyroscope is more noise-sensitive than the accelerom-
eter and magnetometer due to small vibrations and mechan-
ical imperfections, which can result in inconsistent outputs
across different smartphone brands and models. This sen-
sitivity poses unique challenges for device fingerprinting.
The paper ‘“Smartphone MEMS Accelerometer and Gyro-
scope Measurement Errors” demonstrates that gyroscopes
suffer more from noise than accelerometers [8]. This noise
significantly impacts positioning accuracy, with gyro biases
causing errors that grow cubically over time ¢3, represented
by §, = %bggﬁ, compared to accelerometer biases that grow
quadratically 12, represented by 8, = %bagtz. This highlights
the gyroscope’s higher noise susceptibility. The parameters
in the error growth equations are: §, for position error, b, for
gyroscope bias, b, for accelerometer bias, g for gravitational
acceleration (approximately 9.81 m/s?), and ¢ for time.
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A. FINGERPRINTING OF SMARTPHONES WITH MACHINE
LEARNING AND DEEP LEARNING

Machine learning algorithms, particularly deep learning, have
emerged as crucial techniques for device fingerprint detec-
tion on smartphones, driven by the increasing availability
of data and enhanced processing power. As smartphones
become integral to our daily lives, secure and accurate
identification is becoming increasingly important. Tradi-
tional identification methods often fall short in countering
sophisticated identity fraud techniques, necessitating more
advanced and reliable solutions. In this context, machine
learning, especially deep learning methods, plays a crucial
role.

Machine learning and deep learning algorithms offer
robust solutions by extracting patterns from sensors such
as accelerometers, gyroscopes, magnetometers, cameras, and
microphones [1], [9]. The production errors in sensors, the
data processing methods of smartphones, and the inherent
noise characteristics contribute to a unique signature for
each smartphone model. This distinctive signature can be
effectively utilized as a device fingerprint. Machine learning
algorithms like Support Vector Machines (SVM) [10], [11],
(12], [13], [14], [15], [16], [17], [18], [19], [20], [21], [22],
[23], [24], [25], [26], [27], K-Nearest Neighbors (KNN) [10],
[11], [28], [29], [30], [31], Decision Trees [28], [32], [33],
[34], and Random Forests [11], [12], [35], Gaussian mixture
model (GMM) [29], [36], [37], [38], [39], Gaussian supervec-
tor (GSV) [40], [41], as well as deep learning architectures
such as Convolutional Neural Networks (CNNs) and Long
Short-Term Memory (LSTM) networks, have been employed
to analyze these data patterns.

CNNs are designed to extract features and patterns from
images, making them particularly effective for image anal-
ysis. CNNs are the most commonly used algorithms for
camera-based fingerprinting and identification of smart-
phones [21], [42], [43], [44], [45], [46], [47], [48], [49],
[50], [51], [52]. One-dimensional signals, such as audio sig-
nals, are also suitable for CNN models. Therefore, audio
signals captured by smartphone microphones can be effec-
tively utilized for device fingerprinting using CNN mod-
els [14], [53], [54], [55]. LSTM and Bidirectional LSTM
(Bi-LSTM) are recurrent neural network layers designed
for analyzing time series and sequence data. These models
have been employed for microphone [55] and loudspeaker
identification [20], [56].

Using these techniques with the appropriate sensor or
sensors can detect devices, thereby improving security proto-
cols, preventing device spoofing, and protecting user privacy.
Machine learning and deep learning algorithms use large
amounts of data to enable identification and verification with
high precision and reliability. Although large data usage is
considered a disadvantage, it helps solve security issues and
pave the way for future innovations in mobile device manage-
ment and security.
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B. LITERATURE REVIEW ON ACCELEROMETER,
GYROSCOPE, AND MAGNETOMETER DATA

Camera and microphone sensors are the most commonly
used for device fingerprinting, with numerous reliable studies
documented in the literature. The accelerometer, a key sensor
in the IMU, has also been extensively studied, nearly as much
as the camera and microphone. Table 1 and Figure 1 show
several studies on smartphone fingerprinting with various
transducers.

TABLE 1. Number of the works given in the literature [1].

Transducer Number of papers for fingerprinting of
smartphones
Camera 77
Microphone 21
Loudspeaker 5
Accelerometer 13
Gyroscope 7
Magnetometer 5
Other sensors 14
Number of Papers for Smartphone Transducers
Other sensors Magnetometer
Gyroscope
15.2% 5.4%  76%
Accelerometer
14.1%
29.3%
Camera 5.4%

Loudspeaker

22.8%

Microphone

FIGURE 1. A number of papers are based on smartphone transducers for
fingerprinting.

Accelerometers have been extensively studied and are con-
sidered a reliable option for device fingerprinting. In contrast,
gyroscopes face challenges due to their higher noise levels,
which are caused by sensitivity to small vibrations and bias
instability. These challenges make gyroscopes less reliable
for standalone device fingerprinting, and as a result, they are
often used in combination with other sensors, such as mag-
netometers, to improve accuracy. The following two sections
provide a summary of the relevant literature. A comparative
overview of the literature on these sensors is presented in
Table 2.

C. GYROSCOPE-BASED STUDIES OF INDIVIDUAL PHONE
DETECTION

1) DAS et al. (2015)

This work used accelerometer and gyroscope data to extract
25 time and frequency features. The classifiers tested
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included SVM, Naive Bayes (NB), Multiclass Decision Tree
(MDT), KNN, Quadratic Discriminant Analysis (QDA), and
Bagged Decision Trees (BDT). The study achieved an F1
score of 96% using data from 30 devices [28].

2) DAS et al. (2016)

Similar to the previous study, this research also used
accelerometer and gyroscope signals with 26 time and
frequency features. The same classifiers were employed,
resulting in an F1 score of 96% for 30 devices, demonstrating
the robustness of these features and classifiers [32].

3) AMERINI et al. (2016)

This study extended fingerprinting by incorporating camera
data alongside accelerometer and gyroscope signals. Using
21 time and frequency features for the accelerometer and
gyroscope and Photo-Response Non-Uniformity (PRNU) for
the camera, a decision tree classifier achieved an F1 score
greater than 75% with data from 10 devices [57].

4) HUPPERICH et al. (2016)

Utilizing a broader range of sensors (acceleration, magnetic
field, orientation, gyroscope, rotation vector, gravity, and
linear acceleration), this work extracted time and frequency
features and employed KNN, SVM, Bagged Tree, Random
Forest (RF), and Extra Tree classifiers. The study achieved
a remarkably high accuracy of 99.995% using data from
5000 devices [58].

5) BALDINI et al. (2016)

Focusing on accelerometer and gyroscope data, this study
introduced novel features such as Threshold Entropy, Sure
Entropy, and Norm Entropy. The SVM classifier achieved
accuracy greater than 90% with data from 3 devices [59].

6) BALDINI et al. (2017)

Magnetometer data was used in this study, with time and
frequency features being extracted. The classifiers included
SVM, KNN, and Bagged Decision Tree, resulting in an F1
score of 90.7% with data from 9 devices [33].

7) AMERINI et al. (2017)

This study combined data from an accelerometer, gyroscope,
magnetometer, and microphone, using time and frequency
features and employing NB and RF classifiers. Using data
from 20 devices, an accuracy of 90% was achieved [60].

8) DAS et al. (2018)

Using accelerometer and gyroscope data, this comprehen-
sive study extracted time and frequency features and tested
various classifiers, including SVM, RF, Extra Tree, Logistic
Regression (LR), Gaussian Naive Bayes (GNB), Stochastic
Gradient Descent (SGD), KNN, Bagging, Linear Discrim-
inant Analysis (LDA), and Multi-Layer Perceptron (MLP).
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The study achieved a high accuracy of 98% with data from
550 devices [11].

9) Lletal. (2019)

This study utilized accelerometer and gyroscope data with a
novel multidimensional Balls-into-Bins approach and multi-
LSTM classifiers, achieving accuracy greater than 98.8%
using data from 117 devices [61].

10) ZHANG et al. (2019)

Focused on gyroscope and magnetometer data, this study
introduced the sensorID technique for ADC Value Esti-
mation, achieving 67 bits of entropy with data from
797 devices [62].

11) ZHANG et al. (2020)

Using accelerometer, gyroscope, and magnetometer data,
this study employed the sensorID technique for ADC Value
Estimation. The entropy achieved was 42 bits for the gyro-
scope and 25 bits for the magnetometer, using data from
1006 devices [63].

12) TIAN et al. (2021)
This recent study focused on gyroscope resonance peak
features and utilized decision tree and regression tree clas-

sifiers, achieving an accuracy of 96.5% with data from
25 devices [34].

13) AL-MAHADEEN et al. (2023)

This study focused on smartphone user identification and
authentication using accelerometer and gyroscope data from
the HMOG dataset. Feature extraction included statistical
metrics, such as skewness, kurtosis, and autocorrelation, and
Recursive Feature Elimination (RFE) was identified as the
optimal feature-selection method. Classifiers tested included
ANN, SVM, XGBoost, and LSTM, with LSTM achieving
the best results. LSTM attained an accuracy of 89% for
identification and near-perfect results when both sensors were
used for authentication, demonstrating the effectiveness of
this approach for secure, personalized smartphone applica-
tions [64].

D. STUDIES BASED ON MODEL DETECTION

1) HANILCI et al. (2012)

This study uses mel-frequency cepstrum coefficients
(MFCCs) to identify cell phone brands and models from
recorded speech signals. Using speech samples from 14 dif-
ferent phones, it achieved closed-set identification rates of
92.56% with vector quantization (VQ) and 96.42% with
support vector machines (SVM). Each 3-second voice sam-
ple was recorded in a silent environment, and tests were
conducted using the TIMIT database, ensuring speaker-
independent performance. The results demonstrate the
potential of MFCC features in distinguishing devices based
on unique audio artifacts introduced during recording [65].
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2) GARCIA VILLALBA et al. (2016)

This paper presents a method for identifying smartphone
brands and models from forensic video analysis. Using
sensor pattern noise (SPN) and wavelet transform features
extracted from keyframes, the study analyzes videos from
five smartphone models, each with 2-minute samples at
1080p resolution. An SVM classifier was employed for iden-
tification, achieving an average success rate of 90.3% with
higher success rates for larger frame crops, demonstrating
the effectiveness of SPN in differentiating video sources in
forensic investigations [66].

3) BALDINI et al. (2017)

This paper explores mobile phone identification using built-in
magnetometers stimulated by a rotating platform with a fixed
magnet. Statistical features, including variance, skewness,
kurtosis, and entropy, were extracted from the magnetometer
data across three axes, and an SVM was used for classifi-
cation. The study involved ten mobile phones and recorded
magnetometer readings over six days with a 60-second sam-
ple duration. The system achieved 98.07% accuracy for
inter-model classification but had a lower intra-model accu-
racy of 54.15% [67].

4) HOSLER et al. (2019)

This study presents a video camera model identification
system using deep learning, specifically a CNN trained on
patches from video frames. The system extracts features from
256 x 256 pixel patches, chosen across multiple frames to
increase temporal diversity. The CNN is combined with a
fusion mechanism to improve identification accuracy. Testing
on 20 different camera models, each with 5-second video
samples, the system achieved an overall accuracy of 95.9%.
The approach highlights that patches from I-frames yield
more reliable identification than P-frames [68].

5) JIANG AND LEUNG (2019)

This study focuses on microphone recognition using
GSV as feature vectors for speech recordings, repre-
senting microphone response and speech content. The
model achieves improved recognition performance by
applying a kernel-based projection method to separate
microphone-specific artifacts from speech information.
Tested on four microphone models from the Ahumada-25
dataset, with 2- to 5-second speech samples, the pro-
jected GSV outperformed raw GSV with accuracies up
to 87.98% using Sparse Representation Classifier (SRC)
and 89.04% using SVM, demonstrating the method’s effec-
tiveness in identifying microphone models under varying
conditions [16].

6) LIN et al. (2020)

This study introduces a subband-aware CNN with chan-
nel attention for cell phone model identification from
audio recordings. Spectrograms of 2-second audio clips,
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sampled at 16 kHz, were split into eight subbands to
capture device-specific frequency artifacts. Tested on record-
ings from 20 phone models across five brands, the model
achieved over 95% accuracy for inter-brand classification and
maintained robust performance for intra-brand classification
with data augmentation. Performance under noise conditions
improved using data augmentation and the attention mecha-
nism, showing resilience even at low SNR levels [54].

7) COZZOLINO AND VERDOLIVA (2020)

This study presents ““Noiseprint,” a CNN-based method for
camera model identification by extracting unique noise resid-
uals from images, designed to suppress scene content while
enhancing camera-specific artifacts. Using a Siamese net-
work architecture, Noiseprint is trained on patches of images
from 70 camera models (125 cameras in total). This method
achieved up to 99% accuracy in camera model identification
on a diverse test set, even handling compressed JPEG images
effectively. It also performs well in forgery localization by
identifying manipulation inconsistencies in noise patterns
within image patches [50].

8) ZHAO et al. (2020)

This study introduces a deep learning-based source camera
identification system using coupling coding and an adap-
tive filter to enhance the identification of camera brands,
models, and specific devices. The approach relies on image
blocks (48 x 48 pixels) processed through a multi-layer CNN
to extract features while reducing content noise. Tested on
74 devices across 14 brands using images from the Dresden
database, the model achieved an accuracy of 96% for model
detection. This method demonstrates scalability and robust-
ness, effectively handling multi-class camera identification
tasks [52].

9) DAL CORTIVO et al. (2021)

This study introduces a CNN-based multi-modal approach to
identify smartphone camera models from video sequences.
Using both visual patches (256 x 256 pixels) and audio fea-
tures (Log-Mel Spectrogram patches) from 1-minute video
samples, the model achieves up to 99% accuracy on native
videos and maintains strong performance on compressed ver-
sions (YouTube and WhatsApp). Evaluations were conducted
on 25 camera models from the Vision dataset, showing that
the fusion of visual and audio data improves model identifi-
cation over single-modality methods [44].

10) SALVI et al. (2024)

This paper presents the POLIPHONE dataset, designed for
smartphone model identification from audio recordings, with
data acquired in a controlled environment using 20 smart-
phone models. The dataset includes 50 hours of audio
across various categories—speech, music, and environmen-
tal sounds—with recordings lasting up to 2 minutes each,
captured at a 44.1 kHz sampling rate. Using a CNN-based
classifier on POLIPHONE, the authors achieved nearly 100%
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accuracy in model identification on 44.1 kHz clean speech
data, demonstrating the effectiveness of high-frequency con-
tent in distinguishing device models [69].

E. PROPOSED STUDY

In this study, we explore the novel application of gyroscope
data for smartphone model detection, an area that has been
largely overlooked in device identification research. While
previous studies on individual phone detection have utilized
gyroscope data, often in combination with accelerome-
ters and magnetometers—to distinguish between individual
devices [28], [32], [57], [58], [59], [60], [62], [63], the use
of gyroscope data for differentiating between smartphone
models remains relatively unexplored.

Most studies on smartphone model detection have relied
on signals from cameras, microphones, and magnetome-
ters [16], [44], [50], [52], [54], [65], [66], [67], [68], [69].
For instance, Baldini et al. [67] used magnetometer data to
achieve 98.07% accuracy in inter-model detection over ten
devices with 60 seconds of input duration. However, to our
knowledge, gyroscope data has not been employed for model
detection tasks in the literature.

Our proposed study aims to fill this gap by leveraging
gyroscope data alone for smartphone model detection, high-
lighting the untapped potential of this sensor in distinguishing
between different smartphone models. This is particularly
challenging because gyroscopes are more susceptible to noise
due to their sensitivity to small vibrations and mechanical
imperfections, which can obscure subtle variations between
different devices of the same model.

Our research utilizes the dataset from the Google Smart-
phone Decimeter Challenge (GSDC) 2023-2024 [70], which
provides comprehensive real-world data collected from mul-
tiple smartphones mounted on vehicles during various driving
tests. In this setup, all phones are aligned next to each other
and securely mounted on the vehicle’s chassis, ensuring
they experience identical motion patterns. This configuration
presents a significant challenge for model detection, as the
gyroscope data from different devices are almost identical
due to the uniform movement. Unlike individual phone detec-
tion studies that exploit variations in user activities—such as
differentiating between a runner’s phone and a non-athlete
phone using IMU sensors—our study addresses the more
challenging task of distinguishing between smartphone mod-
els under nearly identical motion conditions.

Our dataset includes gyroscope readings from six smart-
phone models and 118 devices recorded along the x, vy,
and z axes. The uniformity of the data collection conditions
underscores the robustness required of our detection model to
identify subtle differences in gyroscope signals attributable to
hardware variations between different smartphone models.

To tackle this challenge, we employ a fine-tuned WaveNet
model to analyze the sequential nature of the gyroscope
data and an EfficientNetV2 model to capture intricate
time-frequency representations of the data using Continuous
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TABLE 2. Comparative studies of gyroscope-based individual phone detection and model detection techniques.

GYROSCOPE-BASED STUDIES OF INDIVIDUAL PHONE

DETECTION
No. Work Year Signal Features Classifier Results Devices Inpu‘t
Duration
accelerometer + 25 time and SVM, NB, MDT, KNN, o
1 (28] 2015 gyroscope frequency features QDA, BDT F196% 30 3-8 sec
accelerometer + 26 time and SVM, NB, MDT, KNN, o
2 [32] 2016 gyroscope frequency features QDA, BDT F196% 30 3-8 sec
21 time and freq.
accelerometer + features for acc. and - o
3 [57] 2016 gyroscope + camera ayro., PRNU for decision tree F1>75% 10 2 sec
camera
acceleration, magnetic
field, orientation, .
4 [58] 2016 gyroscope, rotation time and frequency KNN, SVM, B Tree, RF, 99.995% 5000 10 secs
oo features Extra Tree
vector, gravity, linear
acceleration
accelerometer + Threshold Entropy,
5 [59] 2016 Sure Entropy, and SVM >90% 3 10 secs
gyroscope
Norm Entropyc
6 [33] 2017 magnetometer time and frequency SVM, KNN’ Bagged F190.7% 9 10 secs
features Decision Tree
accelerometer +
7 [60] 2017 gyroscope + time and frequency NB, RF 90% 20 3 secs
magnetometer + features
microphone
accelerometer + time and frequenc SVM, RF, Exira tree, LR,
8 [11] 2018 OSCODE featur;qs y GNB, SGD, KNN, 98% 550 5 secs
gyroscop Bagging, LDA, MLP
9 [61] 2019 accelerometer multidimensional multi-LSTM >98.8% 117 12 sec
gyroscope Balls-into-Bins
10 [62] 2019 gyroscope + sensorlD ADC Value Estimation O7bits 797 1-2 sec
magnetometer entropy
accelerometer + gyro.:42 bits
11 [63] 2020 gyroscope + sensorlD ADC Value Estimation entropy, 1006 1-2 sec
magnetometer mag.: 25 bits
12 [34] 2021 gyroscope resonance peak decision tr;(;regressmn 96.5% 25 n/a
STUDIES BASED ON MODEL DETECTION
No. Work Year Signal Features Classifier Results Devices lnpu.t
Duration
VQ: 92.56%,
1 [65] 2012 speech MFCCs VQ, SVM SVM: 14 3 sec
96.42%
2 [66] 2016 video SPN, wavelet SVM 90.3% 5 2 min
transform
inter-model:
1 0,
3 [67] 2017 magnetometer variance, skewness, SVM _ 98.07%, 10 60 sec
kurtosis, entropy intra-model:
54.15%
. frame patches . . o
4 [68] 2019 video (256x256 pixels) CNN with fusion 95.9% 20 5 sec
Gaussian 87S ]9{;]/
5 [16] 2019 microphone Supervectors SRC, SVM S.VM-O’ 4 2-5 sec
(GSVs) 89.04%
- 1 0, 1 -
6 [54] 2020 audio subband-aware CNN with ‘channel >95% inter: 20 2 sec
spectrograms attention brand
. noise residuals . o
7 [50] 2020 image (Noiseprint) Siamese CNN 99% 70 patches
8 [52] 2020 image 1mage bl.OCkS (48x48 multi-layer CNN 96% 74 n/a
pixels)
195488 VOLUME 12, 2024
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TABLE 2. (Continued.) Comparative studies of gyroscope-based individual phone detection and model detection techniques.

9 [44] 2021 video + audio

visual and Log-Mel
Spectrogram patches

99% on
native, strong
on
compressed

CNN-based multi-modal 25 1 min

high-frequency

audio
spectrograms

10 [69] 2024

99% on clean

CNN
speech

20 2 min

Wavelet Transform (CWT) with the Morlet wavelet [71],
[72], [73]. Combining these models in an ensemble frame-
work with an attention mechanism aims to achieve high
accuracy in smartphone model detection under highly similar
data from different devices.

Our approach demonstrates the feasibility of using gyro-
scope data for smartphone model detection and sets a new
benchmark in the field. Since gyroscope data has not been
previously used for this purpose, our study provides the first
evidence that high accuracy can be achieved using only gyro-
scope data for smartphone model detection. We achieve an
accuracy of 99.01% using just 1-2 seconds of gyroscope data.
This result is particularly noteworthy compared to existing
model detection studies that rely on other signals and often
require longer input durations. For example, Hanilci et al.
[1] achieved 96.42% accuracy using 3 seconds of speech
data, and Baldini et al. [67] achieved 98.07% accuracy using
60 seconds of magnetometer data.

Moreover, our study exclusively uses real-world datasets
with devices mounted in identical positions experienc-
ing identical motion patterns, emphasizing our model’s
robustness and predictive power in practical scenarios.
The challenging conditions of our data collection under-
score the effectiveness of our approach in detecting subtle
hardware-induced variations between different smartphone
models.

In summary, our contributions are as follows:

1) Novel Application of Gyroscope Data: To the best of
our knowledge, this study is the first to demonstrate the
potential of gyroscope data alone for smartphone model
detection. It addresses an area in the literature where the
use of gyroscope data has been limited.

2) High Accuracy Under Challenging Conditions: Our
ensemble model achieves a remarkable accuracy of
99.01% using just 1-2 seconds of gyroscope data, out-
performing existing model detection methods that often
require longer input durations and additional sensor
data.

3) Robustness with Real-World Data: By utilizing the
GSDC 2023-2024 dataset, which includes devices
mounted in identical positions experiencing identi-
cal motion patterns, we show that our model can
detect subtle hardware-induced variations, demonstrat-
ing robustness and practical applicability.

4) Efficient and Practical Approach: Our method’s brief
input duration and reliance on a single sensor make
it efficient and suitable for real-time applications.
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It offers a practical solution for smartphone model
detection in various scenarios.

Our findings highlight the untapped potential of gyro-
scope data in device fingerprinting and open new avenues for
research in smartphone model detection using IMU sensors.

Il. DATASET AND FEATURE ENGINEERING

The dataset used in this study is from the GSDC 2023-
2024 [70]. The GSDC competition provides a comprehensive
dataset of accurately labeled GNSS and IMU data from multi-
ple smartphones mounted on vehicles. The dataset is designed
to drive innovation in mobile device localization and sensor-
based identification.

GSDC collected data from 196 driving tests conducted in
the San Francisco Bay Area and Los Angeles. These tests
covered a variety of road types and environments to ensure the
reliability and applicability of the findings. Each test involved
multiple smartphones mounted near the vehicle’s windshield
alongside a high-precision real reference system, as shown in
Figures 2 and 3.

—)
P et

FIGURE 2. Schematic diagram of phone mounting to vehicle [70], [74].

196 driving tests provided by GSDC used 20 unique phone
models. It’s important to note that each driving test uses
a different physical sample of the same phone model. For
example, while one phone model was used on one trip, a sep-
arate, different phone model of the same type was used on
another trip. This approach ensured that each phone model
contributed unique data without being copied between trips.

In this study, six smartphone models were selected based
on the availability of the largest datasets. Table 3 details
the number of readings taken by each phone, the sampling
frequencies for the gyroscope data for each smartphone, and
the number of units used for each smartphone model. Two
models were created for this study: fine-tuned WaveNet and
the backbone of EfficientNetV2, which were then combined.
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FIGURE 3. In-vehicle setup for gyroscope data collection using mounted
smartphones [70], [74].

TABLE 3. Details of the gyroscope readings.

Phone Readings (each Smartphone Sampling

Models X, Y, Z axes) count Rate

Model-0 (1,956,421 2 50 Hz -75 Hz
readings)

Model-1 (1’36.0’804 15 50 Hz -75 Hz
readings)

Model-2 (1,505,327 13 100 Hz
readings)

Model-3 (4,159,190 39 100 Hz
readings)

Model-4 (1,575,958 15 100 Hz
readings)

Model-5 (2’38.4’974 14 100 Hz
readings)

A. INPUT OF WAVENET

Originally developed as a generative model for raw audio
data, WaveNet has been adapted and fine-tuned to analyze
gyroscope readings [71]. The input data for WaveNet con-
sisted of 100-sample-long gyroscope sequences from the x,
y, and z axes, corresponding to approximately 1-2 seconds
of data, resulting in a model input shape of (100, 3). How-
ever, we decided to augment the feature set by incorporating
additional informative attributes to achieve better results.

Recognizing that feature selection is a fundamental step
in machine learning and deep learning across various
domains, we aimed to identify the most impactful fea-
tures to enhance model performance. In numerous fields,
ranging from medical diagnosis [75], [76], text classifica-
tion [77], [78], and image processing [79], [80] to security
applications [81]—effective feature selection algorithms are
essential for improving classification accuracy and computa-
tional efficiency. By selecting relevant features, models can
focus on the most significant data patterns, leading to better
generalization and faster convergence during training.

In the context of smartphone fingerprinting technologies,
especially those based on accelerometer, gyroscope, and
magnetometer data, selecting the right features is crucial to
capturing the unique patterns of different devices. To this
end, we introduced nine additional features, as detailed in
the following table, commonly used in such applications to
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improve classification accuracy and robustness.
Sequence =A=a1+ax+...+a, (1)
1 n
Mean = - Zl a; 2
1=

Min = min (¢;),i € {1,2,...,n (3)
Max = max (@;) ,i € {1,2,...,n (4)

1 n
Variance(Var) = — > (a; — Mean)’ 5)
n i=1

1 n
Standard Deviation(STD) = | — z (a; — Mean)2 (6)
n
i=1
Range = |max — min| 7

1 — (a; — Mean 3
Skew = - z o 8
ewness . » ) ®

" r
i=1

I < (a; — Mean 4
Kurtosis = — - 9
urtosis nz V ) 9

ar
i=1

1
Root Mean Square(RMS) = /—(a% +a5+...+d2) (10)
n

These features were selected based on their effectiveness in
the literature on fingerprinting technologies [11], [33], [55],
[57], [58], [60]. They have been shown to capture unique
characteristics of sensor data that can distinguish between
different devices. Each feature contributes to a comprehen-
sive representation of the variations in the time-series data,
enhancing the model’s ability to identify distinct patterns in
the gyroscope readings.

o Sequence: This refers to the windowed segments of
the time series data, allowing the model to capture
the temporal dynamics of the gyroscope signals. Using
overlapping sequences ensures that temporal continuity
is preserved while focusing on smaller segments that
contain brand-specific characteristics.

« Mean: Represents the average value of the gyroscope
readings within a sequence, providing a measure of the
central tendency of the data.

« Min and Max: Capture the extreme values within each
sequence, highlighting the range of variations in the
sensor readings.

« Variance and Standard Deviation (STD): Quantify the
degree of variation or dispersion within the sequence,
helping to differentiate devices based on the consistency
or variability of their sensor outputs.

« Range: Calculated as the difference between the max-
imum and minimum values, this feature measures the
spread of values, offering insight into the overall fluctu-
ation within each sequence.

« Skewness: Measures the asymmetry of the data distribu-
tion, indicating whether the sensor readings are biased
towards higher or lower values.
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o Kaurtosis: This assesses the peakedness or flatness of
the data distribution, identifying sequences with extreme
values or outliers.

« Root Mean Square (RMS): This measure reflects the
overall energy of the signal and provides a measure of
the magnitude of fluctuations within the sequence.

These features were chosen because they provide a
well-rounded description of the gyroscope data’s statisti-
cal properties and dynamics. This combination enables the
model to capture subtle device variations, which is critical
for accurate smartphone model identification. By leveraging
these statistical features, the study aims to achieve a more
detailed and distinctive representation of each smartphone’s
gyroscope readings, ultimately improving the precision and
reliability of the device fingerprinting process.

With nine new features derived from the x, y, and z gyro-
scope measurements, the input to the WaveNet model is
structured as (100, 12), where 12 channels correspond to
the three axes plus the additional statistical features. Each
channel contains sequences of length 100, which represents a
fixed window of 100 consecutive samples from the time series
data. The choice of a 100-sample window length is informed
by comparisons with other sensor fusion fingerprinting meth-
ods in the literature, ensuring consistency in evaluating the
effectiveness of different approaches. This window length
enables the model to capture the temporal dynamics within
each sequence while providing a manageable input size for
processing.

To enhance the model’s ability to recognize patterns across
overlapping time windows, we use a sequence overlap of
50 samples (time steps). This overlap preserves temporal
continuity between adjacent sequences, allowing the model
to capture smoother transitions in the data. Our selection
of a 50% overlap is supported by previous studies that
have demonstrated maximum accuracy at this level of over-
lap [64]. Increasing the overlap percentage beyond 50%
leads to sequences intersecting not only with their immediate
neighbors but also with non-adjacent sequences (e.g., the first
and third sequences), which significantly intensifies RAM
requirements due to the exponential growth in overlapping
data that needs to be processed simultaneously. Also, empir-
ical results indicated that convergence speed improves as
the overlap percentage increases; however, the associated
increase in memory consumption becomes a limiting factor.
Therefore, a 50% overlap strikes an optimal balance between
model performance, temporal continuity, convergence speed,
and hardware constraints.

All data is normalized between 0 and 1 to ensure that
the input values are on a consistent scale. This minimizes
the risk of bias due to differences in the range of values
across different devices. This normalization process helps the
model focus on the underlying patterns rather than the scale
differences.

Additionally, we employed 4-fold cross-validation to
ensure robust evaluation of the model. This approach divides
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the dataset into 4 subsets, using 3 for training and one for
testing in each iteration, thus improving the reliability of the
results. Further details on the cross-validation process are
discussed in the Results section.

The input tensor Xwgyener can be defined by equation 11

a = xi, yi, Zj, mean;, maxj, mini, vari;
b = std;, range;, skewness;, kurtosis;, rms;
100
XWaveNet = {(aiv bi)}j:l (11

B. CONTINUOUS WAVELET TRANSFORM WITH MORLET
WAVELET FOR EFFICIENTNETV2
CWT is a signal processing technique that analyzes local-
ized power changes within a time series. Unlike the Fourier
Transform, which provides frequency information but loses
time information, CWT provides a time-frequency repre-
sentation of the signal, making it particularly suitable for
non-stationary signals such as gyroscope readings [82].

The CWT of a signal x(t) is defined by equation 12.

o 1 t—>b
W (a, b) =/Oox(t)ﬁ1/f(7)dt (12)

where:

o W(a, b) are the wavelet coefficients,

e a is the scale parameter controlling the width of the
wavelet,

« b is the translation parameter, determining the location
of the wavelet,

o Y (t) is the mother wavelet.

The mother wavelet ¥ (f) is a function used to generate
wavelets through scaling and translation. In our case, we used
the Morlet wavelet.

C. MORLET WAVELET

Morlet wavelet is a complex wavelet that combines a complex
exponential value with a Gaussian window [73]. The complex
exponential value represents the oscillations, enabling local-
ization in time provided by the Gaussian window. The Morlet
wavelet is defined by equation 13.

. 2
Y () = m i e (13)

where:
1) jis the imaginary unit,
2) wy is the central frequency of the wavelet,
3) e‘j‘;’ol represents the oscillatory component,

_2 . .
4) e~ 7 represents the Gaussian window.

D. SCALE AND FREQUENCY RELATIONSHIP

In CWT, the scale parameter a corresponds inversely to
the frequency. Smaller scales correspond to higher frequen-
cies, providing finer time resolution, while larger scales
correspond to lower frequencies, providing coarser time
resolution. This relationship allows CWT to capture both
high-frequency events and low-frequency trends in the signal.
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FIGURE 4. Sequence creation and overlapping process.

The relationship between the scale a and the equivalent
Fourier frequency f is given by:

= (14)
2rwa

We chose a 100-point scale range for our study after
experimenting with scales of 10, 50, and 100. Smaller
scales, such as 10, tend to emphasize high-frequency compo-
nents, capturing fine details but also introducing significant
high-frequency noise inherent in gyroscope signals. Larger
scales, like 50 and 100, focus more on lower-frequency com-
ponents, helping to smooth out high-frequency noise and
capture broader patterns. Our experiments showed that while
a scale of 10 captured too much noise, a scale of 50 provided
a good balance but still missed some broader patterns. The
scale of 100 provided the optimal balance between time
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and frequency resolution, effectively capturing the essential
characteristics of our gyroscope data and leading to high
model accuracy. This choice allows us to thoroughly analyze
the frequency components in the gyroscope signals, ensuring
both fine details and broader patterns are well-represented.

E. WHY CHOOSE CWT WITH MORLET WAVELET?

The Morlet wavelet is particularly suitable for our application
due to its time-frequency localization properties. The benefits
of using CWT with Morlet wavelets are:

1) TIME-FREQUENCY LOCALIZATION

CWT provides high resolution in both time and frequency
domains. Thanks to this feature, CWT is ideal for analyzing
the non-stationary nature of gyroscope signals.
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2) MULTI-SCALE ANALYSIS
CWT can analyze the signal at multiple scales, allowing the
detection of features that vary with time and frequency.

3) ENHANCED FEATURE EXTRACTION

Morlet wavelet CWT converts gyroscope readings into a
time-frequency representation, allowing EfficientNetV2 to
extract more important features, which improves classifica-
tion performance.

F. APPLICATION TO GYROSCOPE DATA

Gyroscope readings vary due to different user movements
and phone orientations. Converting raw gyro data into a
time-frequency representation by applying CWT with the
Morlet wavelet allows our model to capture complex patterns
and variations in the signal. The conversion process includes
the following steps:

1) RAW DATA COLLECTION

Gyroscope readings are collected along the x, y, and z axes,
each consisting of arrays 100 data points long. This prepro-
cessing step was done during the preparation of the training
dataset for the WaveNet model.

2) CWT TRANSFORMATION

Each sequence of gyroscope readings was transformed
using CWT with Morlet wavelet. This process results in a
time-frequency representation for each axis.

3) 3D REPRESENTATION
The converted data for each axis (x, y, z) are combined
to create a 3D representation with dimensions (100,100,3).
These dimensions correspond to time, scale, and axis, respec-
tively. This 3D representation was prepared as input to the
EfficientNetV2 model.

The CWT transformation of a random sample, including
all three channels (X, y, and z axes), is illustrated in Figure 5.

CWT Morlet (Sample 0, Axis 0)

CWT Morlet (Sample 0, Axis 2)

FIGURE 5. Transformed es based on CWT Morlet.

q

The transformed input tensor Xggnerv2 is represented for-
mula 15.

Xegnerva = {(CWTy,, CWTy,,CWT )10 (15)

i=1
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where CWT,,, CWTy,, CWT,, are the CWT-transformed
sequences for the x, y, and z axes, respectively.

lil. METHODOLOGY

The proposed ensemble model leverages the strengths of both
WaveNet and EfficientNetV2 and combines with an attention
mechanism to effectively classify phone models based on
gyroscope readings [71], [72], [83], [84]. This section details
the model’s components and their integration.

A. WAVENET

WaveNet is a generative model designed for sequential data
processing. WaveNet was developed for sound synthesis and
has been adapted to various applications, including time
series analysis. WaveNet leverages dilated convolutions to
effectively capture temporal dependencies in sequential data
without requiring repeated layers [85]. This makes it particu-
larly suitable for tasks involving long-term dependencies and
complex patterns in time series data. The traditional WaveNet
architecture is illustrated in Figure 6.

] )
A Residual !
i

it tanh ]

X1 i Dilated - X1 |
[ Convolution : Convolution !

| Sigmoid 1

]

]

— -
INPUt 1" ¢ nvolution

FIGURE 6. WaveNet architecture.

The WaveNet model is designed to process sequential
data, making it ideal for time-series analysis. It is tailored to
handle the input shape of (100, 12), where 100 represents the
sequence length (time steps), and 12 represents the number
of input channels. These channels include readings from the
gyroscope’s X, y, and z axes and additional derived features.

1. Input Layer:

o The input to the WaveNet model consists of 100-length

sequences (time steps) of gyroscope readings across the
X, ¥, and z axes and derived features, resulting in 12 input
channels. The input tensor is permuted to (batch_size,
12, 100) to match the expected input format for 1D
convolutional layers, enabling the model to treat each
feature as a separate channel.

2. Wave Blocks:

o The model architecture includes four Wave_Block lay-
ers. Each Wave_Block is composed of dilated convo-
lutions with increasing dilation rates, which allow the
model to capture both short-term and long-term depen-
dencies:

— Wave_Block 1: Takes 12 input channels and pro-
duces 16 output channels using 7 dilation rates.

— Wave_Block 2: Takes 16 input channels and pro-
duces 32 output channels with 4 dilation rates.

— Wave_Block 3: Takes 32 input channels and outputs
64 channels with 3 dilation rates.
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— Wave_Block 4: Takes 64 input channels and pro-
duces 128 output channels with 1 dilation rate.

3. Causal Convolutions:

« Each convolutional layer within a Wave_Block is causal,
meaning that the output at any time step ¢ depends only
on inputs from time ¢ and earlier. This ensures the tem-
poral order is preserved, making the model suitable for
sequential data where future values should not influence
the past.

4. Gated Activations:

« Each Wave_Block uses a gated activation mechanism to
control information flow:

— Filter Convolution: Applies a fanh activation to
emphasize specific feature values.

— Gate Convolution: Uses a sigmoid activation to pro-
duce values between 0 and 1, acting as a gate.

— Gated Combination: Combines these outputs
through element-wise multiplication, allowing the
network to pass through important information
while suppressing less relevant signals selectively.

5. Output and Final Fully Connected Layer:

o After the input data passes through the series of
Wave_Blocks, the resulting tensor has the shape
(batch_size, 100, 128), representing the learned features
across the 100-time steps.

o The tensor is then reshaped and flattened into a 12800-
dimensional vector (128 channels * 100-time steps) for
each sample.

o A fully connected (linear) layer maps this vector to a
512-dimensional feature vector. This step reduces the
data dimensionality while retaining the essential fea-
tures, making the output suitable for combination with
other models in the ensemble approach.

6. Design Choices:

« No Residual Connections: This model does not include
residual connections, often used to facilitate gradient
flow in deep networks. This design choice was made
because the gated activations and structure of each
Wave_Block ensure stable training without the added
complexity of residual connections. Omitting these
connections reduces the model’s complexity and com-
putational requirements while achieving robust learning
performance.

« Dilated Convolutions: Dilated convolutions allow the
model to exponentially expand its receptive field, cap-
turing dependencies across varying time scales without
needing excessive layers.

The architectural hyperparameters are summarized in
Table 4.

The finetuned WaveNet architecture is given in Figure 7.

WaveNet’s architecture effectively captures temporal
dependencies in sequential gyroscope data through the use
of causal and dilated convolutions. The model’s ability to
process multiple levels of temporal information through
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TABLE 4. The layer specifications for the WaveNet model architecture.

Layer Input Output Dilation Kernel
Channels | Channels Rates Size
Wave Block 1 12 16 [2°---29] 3
Wave_Block 2 16 32 [2°0---2%] 3
Wave_Block 3 32 64 [2°---27] 3
Wave_Block 4 64 128 [2°] 3
Fully
Connected 12,800 512 N/A N/A

Wave_Block-T

G — tanh B
Dilated 1x1 Conv -
Convolution i = J
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Input —>[ 1x1 Conv —>»|
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FIGURE 7. Finetuned WaveNet architecture for gyroscope sequences.

its hierarchical block structure allows it to learn complex
patterns and dependencies, making it a powerful compo-
nent in the phone model detection task. The combination
of fine-grained detail capture and long-range dependency
modeling ensures that WaveNet can accurately represent the
dynamics of gyroscope signals.

B. EfficientNetV2

EfficientNetV2 is a highly efficient and powerful convolu-
tional neural network architecture that has demonstrated sig-
nificant performance on various computer vision tasks [72],
[83]. It builds on the strengths of the original EfficientNet
model by combining improvements in network architecture
and training techniques to achieve superior performance. Key
Features of EfficientNetV2:

Compound Scaling Method: EfficientNetV2 uses compos-
ite scaling, which scales network depth, width, and resolution
in a balanced manner. This approach allows the model to
maintain efficiency while achieving high accuracy.

o Width Scaling: Used. The model increases the number

of channels per layer.

o Depth Scaling: Used. The model increases the number

of layers or block repeats.

o Resolution Scaling: The input image size is increased

according to scaling coefficients.

Enhanced Architecture, Optimized Convolutional Layers:
The network consists of optimized convolutional blocks
designed to capture complex patterns and features from input
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FIGURE 8. Compound scaling dimensions of EfficientNetV2: width, depth,
and resolution scaling.

data. These blocks contain depth-separable convolutions that
reduce the number of parameters and computational com-
plexity without sacrificing performance.

Progressive Learning: EfficientNetV2 uses a progressive
learning strategy that gradually increases image size and
editing power during training. This helps achieve faster con-
vergence and better generalization.

Pre-trained Weights and Transfer Learning: By utilizing
pre-trained weights on large-scale image datasets, Efficient-
NetV2 can transfer learned features to specific tasks. This
increases the model’s ability to generalize from training data,
even if the dataset is relatively small.

1) OUR MODEL ARCHITECTURE

a: INITIAL CONVOLUTIONAL LAYEr

The model begins with a Conv2d layer, which takes in the
input data and applies a series of 2D convolutions. This layer
is followed by a BatchNorm layer for normalization and a
SiLU activation function, which introduces non-linearity into
the network.

b: SEQUENTIAL BLOCKS

The main body of the model comprises a series of sequen-
tial blocks that progressively extract features from the input
data. Each sequential block corresponds to Fused-mobile
inverted bottleneck convolution (Fused —MBConv) or mobile
inverted bottleneck convolution (MBConv) layers, as shown
in Figure 10. These blocks consist of convolutional layers,
Squeeze-and-Excitation (SE) modules, batch normalization,
and activation functions, allowing the model to capture pat-
terns at various scales and spatial resolutions.
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For instance, the model’s output shape transitions from
[1,24,50,50] at the initial layers to [1,208,4,4]in the deeper
layers. Each block down-samples the input while focusing
on extracting increasingly abstract and high-level features.
The Fused — MBConv blocks combine depthwise and point-
wise operations using a single convolution, making them
computationally efficient in the early stages. In contrast, the
MBConvy blocks apply a depthwise convolution followed by a
pointwise convolution, providing a more expressive capacity
in later stages. Both types of blocks incorporate SE modules
that recalibrate channel-wise feature responses, enhancing
the model’s ability to focus on essential features.

The SE module within each MBConv and Fused —MBConv
block consists of global average pooling followed by two
fully connected layers. The first layer uses a SiLU acti-
vation, and the second layer employs a sigmoid function.
This recalibration mechanism allows the model to learn the
importance of each channel dynamically, contributing to its
efficiency and accuracy. The detailed internal structures of
the MBConv, Fused — MBConv, and SE modules are illus-
trated in Figure 10, showcasing each component’s specific
configuration and flow within the architecture.

c: ADAPTIVE POOLING AND FLATTENING

After the convolutional blocks, an adaptive average pooling
layer reduces the spatial dimensions to a fixed size of [,
1024, 1, 1]. This step ensures that the output features are
of a consistent size, regardless of the input dimensions. The
Flatten layer then converts the pooled features into a 1024-
dimensional vector, preparing them for further processing.

2) OUTPUT ADJUSTMENT

a: FULLY CONNECTED LAYER

The final classifier layer is replaced with a fully connected
(linear) layer that outputs a 512-dimensional feature vector
to adapt the pre-trained model for the current task. This
dimensionality reduction serves two purposes: It compresses
the extracted spatial features into a compact representation
that integrates easily with outputs from other models (e.g.,
in an ensemble). It preserves essential feature information
while reducing computational load during further process-
ing. The 512-dimensional feature vector is then used in the
ensemble model, where it is combined with the output from
the WaveNet model and further processed using an attention
mechanism.

3) DESIGN CONSIDERATIONS

a: EFFICIENCY AND PERFORMANCE

EfficientNetV2 strikes a balance between performance and
computational efficiency. It is designed to achieve high accu-
racy while minimizing the number of parameters. As seen
in the model summary, EfficientNetV2 processes the input
in stages, reducing spatial dimensions and increasing feature
richness, which is crucial for tasks where different levels of
spatial detail matter.
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Layer (type:depth-idx) Output Shape Param #
EfficientNetV2 [T 512] --
—EfficientNet: 1-1 [15 532] =
Lconvad: 2-1 [1, 24, 5@, 50] 648
LBatchNormAct2d: 2-2 [1, 24, 58, 50] 48
L Identity: 3-1 [1, 24, 50, 5@] .
LsiLu: 3-2 [1, 24, 5@, 50] =
—Sequential: 2-3 [1, 208, 4, 4] --
‘—Sequential: 3-3 [1, 24, 5@, 5@] 10,464
l—Sequential: 3-4 [1, 40, 25, 25] 218,048
LSequential: 3-5 [1, 48, 13, 13] 343,616
LSequential: 3-6 [1, 1e4, 7, 7] 607,790
‘—Sequential: 3-7 [1; 1285 75 7] 2,240,634
‘—Sequential: 3-8 [1, 208, 4, 4] 8,988,100
Lconvad: 2-4 [1, 1024, 4, 4] 212,992
L BatchNormAct2d: 2-5 [1, 1824, 4, 4] 2,048
L Identity: 3-9 [1, 1824, 4, 4] --
LsiLu: 3-1e [1, 1024, 4, 4] =S
—SelectAdaptivePool2d: 2-6 [1, 1@24] --
LAdaptiveAvgPool2d: 3-11 [1, 1024, 1, 1] =i
LFlatten: 3-12 [1, 1@24] =
—Linear: 2-7 [T, 512] 524,800

FIGURE 9. Finetuned EfficientNetV2 architecture for transformed gyroscope sequences based on CWT Morlet.

b: FINE-TUNING FOR SPECIFIC FEATURES

By fine-tuning the model on domain-specific data, the Effi-
cientNetV2 model learns to extract particularly relevant
features to the problem, such as patterns in the image-like
data generated from time-series sequences.

4) SUMMARY OF MODEL PARAMETERS

Total Parameters: The EfficientNetV2 model contains many
parameters, ensuring a high capacity for learning complex
features from the data.

a: OUTPUT STRUCTURE
The model’s final output is a 512-dimensional vector, which
balances the need for detailed feature extraction with the
computational considerations of combining with other model
outputs.

Our model architecture, which incorporates a pre-trained
model, is illustrated in Figure 9.

C. ENSEMBLE MODEL ARCHITECTURE

To improve classification performance, we used an ensem-
ble model that combines the strengths of the WaveNet
and EfficientNetV2 architectures. The ensemble model took
advantage of the unique features extracted by both models,
and an attention mechanism was used to effectively combine
their outputs.

D. ATTENTION MECHANISM
The attention mechanism plays an important role in selecting

the most appropriate features from the combined outputs of
WaveNet and EfficientNetV2 models [84].
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1) ATTENTION LAYER

The attention layer calculates attention scores using a linear
transformation followed by a fanh activation function [86],
[87].

Attention weights are derived using a softmax function
applied to the attention scores, highlighting the importance
of each feature [86], [87].

The weighted average of the features is then calculated,
producing a context vector that emphasizes the most infor-
mative features.

The attention mechanism uses query (Q), key (K), and
value (V) matrices to calculate the attention scores. Given the
combined feature vector Foompined:

Q = WyF compined (16)

K = WiFcombined (17)

V = Wy Fcombinea (18)

Attentiongepres = Q—KT (19)
Vdy

Attentionyeighis = softmax(tanh (Attentionseores))  (20)

Contextyecror = Attentionyeighss.V 21

E. ENSEMBLE MODEL ARCHITECTURE

The architecture of our combined model is designed to
integrate the outputs of the WaveNet and EfficientNetV2
models and then create an attention mechanism to improve
the combined features. The key components and their roles
are described below:
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FIGURE 10. The internal structure of six sequential blocks in EfficientNetV2 architecture highlights MBConv, Fused-MBConv, and SE Modules.

1) FEATURE COMBINATION
The outputs from the WaveNet and EfficientNetV2 models

are combined to form the composite feature vector with the
shape of (1,1024).

2) ATTENTION MECHANISMS
The combined feature vector is first processed by the attention
mechanism so that it can highlight the most relevant features.
The highlighted features are then passed through a fully
connected layer, reducing the dimensionality to (1, 512).
A second attention mechanism is applied to further
improve feature representation.

3) CLASSIFICATION LAYER

The final output layer is a fully connected layer that matches
features optimized for phone model detection to class prob-
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abilities. The output form is (1, 6) and corresponds to
the probability of having the six phone models in our
study.

4) ARCHITECTURE DIAGRAM
The ensemble model architecture, which includes both
WaveNet and EfficientNetV2 models with attention mecha-
nisms, is given in Figure 11.

This ensemble approach allows us to capture both tem-
poral and spatial patterns in gyroscope data, improving
classification performance. The ensemble model, which
takes advantage of the complementary strengths of WaveNet
and EfficientNetV2 models and improves its outputs with
attention mechanisms, can detect phone models with high
performance.
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FIGURE 11. Ensemble model architecture.

Table 5 presents the pseudocode for the detection algorithm
below to provide a comprehensive understanding of our
approach.

F. PARAMETERS USED FOR THE ANALYSIS

The key parameters and settings used for training, evaluation,
and model architecture are summarized in Table 6. These
parameters were carefully fine-tuned through experiments
to achieve a balanced performance across accuracy, training
efficiency, and inference speed.

IV. RESULT

A. MODELS PERFORMANCE

The dataset for this study is divided into training and testing
sets, with 75% allocated to training and 25% to testing,
as detailed in Table 7. This split balances the need for a
substantial amount of data to train the model effectively while
reserving enough data to evaluate its performance robustly. A
75/25 division is commonly used in machine learning tasks
to provide a reliable assessment of the model’s generaliza-
tion capabilities without overly restricting the data available
for training. Both the WaveNet and EfficientNetV2 models
use 207056 training samples and 51764 testing samples.
WaveNet inputs are sequences of (100, 12), while Efficient-
NetV2 inputs have dimensions of (100, 100, 3). A 4-fold
cross-validation approach is applied to ensure robust evalu-
ation across different subsets of the data.

Note: All performance metrics reported in the Result
section represent averages across the K-fold cross-validation.

The most successful models in our experiments were
WaveNet and EfficientNetV2 models. The ensemble model
was created by combining these two models to leverage their
strengths and achieve better performance.

Initially, both WaveNet and EfficientNetV2 were fine-tuned
and trained separately. Performance was then increased by
combining the models. Three different experiments were
conducted to improve performance:
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TABLE 5. Pseudocode for smartphone detection with ensemble model.

Algorithm
Begin
1. Data Preprocessing
a. Load Data
For each gyroscope data file in the dataset D:
- Load gyroscope readings G (t) over time t.
b. Normalization
For each gyroscope reading G (t):
- Normalize the readings across x, y, and z axes to obtain Gppm (t).
c. Segmentation
- Segment the normalized data G, (t) into fixed-length sequences:
S = {81,S,,++, Sy}, where each S; represents a sequence.
2. Feature Engineering
a. Compute Statistical Features
For each sequence S; in S;:
- Compute statistical features F;:
- Decided features: F; = Feature_Extraction(S;)
b. Append Features
- Append the feature vector F; to the corresponding sequence S;:
S{ =SiUF
3. CWT-Morlet Transform
a. Apply Continuous Wavelet Transform
For each sequence S; in S:
- Apply CWT using the Morlet wavelet:
Ti = CWTyorier(Si)
- Obtain the time-frequency representation S;.
4. Model Training
a. Train WaveNet Model
- Use the feature-engineered sequences {S;} to train the WaveNet model:
My avener = TrainWaveNet({S;}, labels)
b. Train EfficientNetV2 Model
- Use the time-frequency representations {T;} to train the EfficientNetV2:
Mggricientnerve = TrainEf ficientNetV2({T;}, labels)
5. Ensemble Model Training
a. Extract Features from Models
For each sequence S;:
- Obtain features from WaveNet:
Featuresygyene: (Si') = ExtractFeatures(Modely qpenes Si')
- Obtain features from EfficientNetV2:
Featuresgsficientnetv2(Ti) =
ExtractFeatures(Modelggficientnetva Ti)
b. Combine Features
- Combine the extracted features into a single feature vector O;:
0; = Concat(Featuresyavenet (Si'), Featuresggyicientvetv2 (T;))
c. Apply Attention Mechanism
- Apply an attention mechanism A to emphasize relevant features:
0i' = A(0y)
d. Train Ensemble Model
- Use the attention-enhanced feature vectors {0;} to train the Ensemble Model:
Modelgpsempie = TrainEnsemble({0;}, labels)
6. Prediction
For each input sequence S;:
a. Feature Extraction
- Obtain features:
Featuresygene: (Si') = ExtractFeatures(Modely qpenet> Si')
Featuresgsyicientnetv2(T)) =
ExtractFeatures(Modelggficientnetvzr Ti)
- Combine features:

Oi = Concat(FeatureSWaveNer(Si,)'FeaturesEfficientNetVZ(Ti))
- Apply attention mechanism:
0/ = A(0)

b. Final Prediction
- Generate the final prediction Y; for the smartphone model:
Yi = Modelgnsempie (0i)
End Algorithm

Experiment 1: The ensemble model was trained with all
parameters of both models frozen.

Experiment 2: The ensemble model was trained with only
the last layer parameters of both models set as trainable.

Experiment 3: The ensemble model was trained with all
parameters of both models set as trainable.
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TABLE 6. The parameter settings for the proposed ensemble model.

Parameter Value

WaveNet Input Channels 12 (seque(t:llcl:aenl;:lgs t)h input as
WaveNet Kernel Size 3

WaveNet Blocks 4 (16, 32, 64, 128 output channels)
WaveNet Dilation Rates 7,4, 3, 1 for successive blocks

WaveNet Fully Connected
Output

512

EfficientNetV2 Model

Pretrained EfficientNetV2
(efficientnetv2_rw t)

EfficientNetV2 Output

512

Ensemble Model Attention
Pooling

Linear layer: Input 1024, Output
512

Attention Mechanism
Dimensions

Input 512, Output 512

Support by Class

16000

14000

12000

10000

7804

Support

8000

6000 5347

4000

2000

6000

16673

6339

9601

Class 0 Class 1

FIGURE 12. Support by class.

Class 2
Classes

Class 3

Class 4

Class 5

Table 8 presents the performance metrics, including accu-
racy, cross-entropy loss, mean absolute error (MAE), and F1

SCOres.

TABLE 8. The comparison of accuracy, loss, and F1 score of models.

Cross
Accuracy | Entropy | MAE F1
Final Classification Layer 512 to 6 classes Loss
EfficientNetV2 (scale of
Loss Function CrossEntropyLoss 10) ( 0.7762 0.6612 04123 | 0.72
Optimizer AdamW g;ic‘e“tNetvz (scaleof | 2905 | 02503 | 0.2376 | 0.88
Learning Rate 5o WaveNet 0.8977 02613 | 0.2201 | 0.88
EfficientNetV2 (scale of
Weight Decay To 100) 0.9335 0.1795 0.1633 | 0.90
Ensemble Model
Seheduler StepLR (step size — 10, gamma — (Frozen Parameters) 0.9382 0.1976 0.1871 | 0.92
0.5) Ensemble Model
(Frozen Parameters 0.9764 0.0750 0.0439 | 0.95
Early Stopping Patience 5 epochs except the last layer)
- Ensemble Model 0.9901 0.0448 0.0202 | 0.99
Batch Size 32
Number of Epochs 200 The detailed classification report for each class is given
Input Size - WaveNet (100, 12) in Tabl.e 9.and the ViS}lal representation. of the .report is
shown in Figure 13. This dual representation provides both
Input Size — EfficientNetV2 (100, 100, 3) precise numerical accuracy and an easy-to-understand visual
overview of the model’s performance in different classes.
Overall accuracy and F1 score are 0.99; The macro and
TABLE 7. The dataset split and input dimensions. weighted averages for precision, and recall are all 0.98. This
shows that it provides consistent and reliable performance
Model Training | Test Set _Input K-Fold across all classes in prediction quality.
Set Size Size Dimensions
TABLE 9. Classification report of ensemble model (Averaged Across
(100, 12) - 100 K-Folds).
WaveNet 207056 51764 sequence 4
samples samples length, 12 —
channels Precision Recall F1-score Support
(100, 100, 3) Class 0 0.99 0.99 0.99 7804
. 207056 | 51764 > 109, 9) - Class 1 0.97 0.96 0.97 5347
EfficientNetV2 samples samples 3ffrizm<13?),0ialcél 0 4 Class 2 0.98 0.96 0.97 6000
ot size Class 3 0.97 0.99 0.98 16673
Class 4 0.98 0.98 0.98 6339
Class 5 1.00 0.99 1.00 9601
. . . o Accuracy 0.99 51764
The class-wise support metrics, representing the distribu- Macro avg. 0.98 0.98 0.98 51764
tion of instances across different classes, are illustrated in Weighted avg. 0.98 0.98 0.98 51764

Figure 12.
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FIGURE 13. Precision, recall, and F1-score by class.

The confusion matrix is depicted in Figure 14. When
Figure 14 is examined, the fact that the ensemble model
shows high accuracy with mostly correct classifications and
a very small number of misclassifications reveals the effec-
tiveness of the model in distinguishing different classes.

Confusion Matrix - CombinedModel
16000

o
@
8 2 0 62 1 1
(=}
14000
=
8- 7 5136 34 149 21 0
2 12000
(5]
10000
9 71 5826 76 17 1

Class 2

True

8000

Counts

m
g- 87 44 46 36 17
=]
- 6000
-
p
8- 3 5 4 117 6202 9 4000
=)
w - 2000
8- 0 1 0 44 10 9546
=]
" ' ' ' 0 -0
Class 0 Class 1 Class 2 Class 3 Class 4 Class 5

Predicted

FIGURE 14. Confusion Matrix - Ensemble Model.

Class-wise accuracy is also shown in Figure 15.

Table 10 presents the performance metrics for the ensemble
model across each class, detailing both the Area Under the
ROC Curve (AUC-ROC) and the Average Precision (AP)
scores from the precision-recall analysis. An AUC-ROC
score of 1.00 for all classes indicates high sensitivity and
specificity, demonstrating that the model distinguishes each
smartphone model with minimal false positives and false
negatives, as observed in the confusion matrix. The high AP
scores, with values ranging from 0.97 to 1.00, confirm the
model’s strong precision and recall across all classes. The
micro-average scores of 1.00 for AUC-ROC and 0.99 for AP
further reinforce the model’s overall reliability and robustness
in multi-class classification tasks, ensuring consistently high
performance in smartphone model identification.
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FIGURE 15. Class-wise accuracy - ensemble model.

TABLE 10. The AUC-ROC and average precision (AUC-AP) scores by class
for the ensemble model.

Class AUC-ROC AUC-AP
Class 0 1.00 0.99
Class 1 1.00 0.97
Class 2 1.00 0.98
Class 3 1.00 0.99
Class 4 1.00 0.99
Class 5 1.00 1.00
Micro-average 1.00 0.99

The error distribution plot in Figure 16 shows that the
majority of predictions are accurate, with most errors cen-
tered around zero, indicating high prediction accuracy. Only
a few instances exhibit significant errors.

Error Distribution

50000

40000

30000

Frequency

20000

10000

Error

FIGURE 16. Error distribution.

B. TRAINING AND INFERENCE TIME

The training times for each model were measured using a
system equipped with 32 GB RAM, an Intel(R) Core(TM) i7-
10750H CPU @ 2.60GHz, and an NVIDIA RTX 2060 GPU
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with 6 GB VRAM. The models were trained using PyTorch
version 2.3.0 and CUDA version 12.1, allowing efficient
GPU-accelerated training. The average training time per fold
was 143.08 minutes for the WaveNet model, 580.29 minutes
for the EfficientNetV2 model, and 321.11 minutes for the
ensemble model. Early stopping with a patience of 5 epochs
was applied, which allowed the models to continue training
for up to 5 additional epochs to achieve optimal accuracy.
Inference times were also evaluated, with the WaveNet model
averaging 0.00659 seconds per batch, EfficientNetV2 aver-
aging 0.01844 seconds per batch, and the ensemble model
averaging 0.02543 seconds per batch. These measurements
highlight both the training investment and the efficiency of
each model during deployment.

TABLE 11. Computational environment and timing metrics for model
execution.

Parameter Value
PyTorch Version 2.3.0
CUDA Version 12.1

CUDA Device NVIDIA RTX 2060 (6 GB VRAM)

Intel(R) Core(TM) i7-10750H @

CPU 2.60GHz
RAM 32GB
Learning Rate Se-4
Optimizer AdamW
Batch Size 32
Early Stopping Patience 5 epochs

Training Time - WaveNet 143.08 minutes per fold

Training Time -
EfficientNetV2

Training Time - Ensemble

580.29 minutes per fold

321.11 minutes per fold
0.00659 seconds per batch

Inference Time - WaveNet

Inference Time -
EfficientNetV2

Inference Time - Ensemble

0.01844 seconds per batch

0.02543 seconds per batch

V. DISCUSSION

This study demonstrates that gyroscope data alone can effec-
tively distinguish between smartphone models, achieving
an accuracy of 99.01% and an F1 score of 0.99. Despite
gyroscopes’ inherent noise susceptibility, our advanced deep
learning models successfully extract distinguishing features,
highlighting the gyroscope’s potential as a robust source for
device fingerprinting.

A. COMPARISON WITH PREVIOUS STUDIES

Previous research on smartphone model detection has pre-
dominantly utilized signals from cameras, microphones, and
magnetometers, often requiring longer data collection dura-
tions and complex processing techniques [16], [44], [50],
[52], [54], [65], [66], [67], [68], [69]. For example, Baldini
et al. [67] achieved 98.07% accuracy using 60 seconds of
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magnetometer data, and Hanilgi et al. [65] reached 96.42%
accuracy with 3 seconds of speech data. To our knowledge,
gyroscope data has not been previously employed for smart-
phone model detection.

Our study sets a new benchmark by achieving higher accu-
racy using only 1-2 seconds of raw gyroscope data. This
not only surpasses the performance of existing methods but
also offers greater efficiency and practicality. Our approach
simplifies the data acquisition process while maintaining high
accuracy by relying on a single sensor and a significantly
shorter input duration compared to the 3-second to 2-minute
durations in previous studies.

B. METHODOLOGICAL STRENGTHS

Utilizing the GSDC 2023-2024 dataset allowed us to work
with real-world data collected from smartphones mounted
uniformly during driving tests. This uniform alignment
presents a challenging scenario due to the minimal differ-
ences in motion experienced by the devices. Our method-
ology addresses this by employing CWT with the Morlet
wavelet for detailed time-frequency analysis, enabling the
EfficientNetV2 model to capture complex patterns in the
gyroscope data. Combining this with a fine-tuned WaveNet
model in an ensemble framework enhanced by an atten-
tion mechanism allowed us to effectively analyze sequential
and time-frequency representations, leading to high accuracy
despite the challenging conditions.

C. EFFICIENCY AND PRACTICALITY

Our approach offers a distinct advantage in terms of effi-
ciency, requiring only approximately 1-2 seconds of gyro-
scope readings, which is ideal for real-time applications
where rapid and accurate identification is essential. Unlike
other studies that rely on longer data collection durations,
some lasting up to several minutes, or the integration of
multiple sensors, our method stands out for its simplicity
and resource efficiency. This reduced input duration acceler-
ates the identification process and minimizes data processing
demands, making the model lighter and more adaptable to
various hardware environments. By eliminating the need
for complex sensor fusion, our approach is practical for
wide-scale deployment in scenarios that demand high-speed,
reliable device identification.

D. LIMITATIONS

While the results are promising, there are several limita-
tions to consider. First, the gyroscope’s sensitivity to noise
means that variations in user handling and external conditions
could impact performance, potentially affecting the model’s
robustness in diverse real-world settings. Second, our dataset
is limited to specific brands and models provided by the
GSDC 2023-2024 competition, which may constrain the
generalizability of our findings to other smartphone models
not represented in this dataset. Third, since data collec-
tion was conducted with smartphones uniformly mounted
on vehicles, the study may not fully capture the variability
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introduced by typical user interactions, such as handheld
use with varying orientations and movements. Lastly, the
computational demands of the CWT Morlet transform and
ensemble model training require substantial RAM, which
could limit scalability in memory-constrained environments
or on lower-specification hardware, especially during training
and processing of large datasets.

E. IMPLICATIONS AND FUTURE DIRECTIONS

Our findings highlight the untapped potential of gyroscope
data in smartphone model detection and open new avenues
for research in device fingerprinting using inertial sensors.
Future work could explore the integration of additional sen-
sors like accelerometers or magnetometers to further enhance
identification capabilities through multi-modal sensor fusion.
Assessing the method’s robustness under varied real-world
conditions and user behaviors would also be valuable. Addi-
tionally, investigating privacy implications and developing
strategies to protect user data while utilizing gyroscope read-
ings for device authentication are important considerations.
Extending this methodology to other devices, such as wear-
ables or IoT sensors, could broaden its applicability across
different technological domains.

VI. CONCLUSION

This study has demonstrated the effectiveness of using gyro-
scope data alone for smartphone model detection, achieving
a remarkable accuracy of 99.01% and an F1 score of 0.99.
By leveraging advanced deep learning models, a fine-tuned
WaveNet and EfficientNetV2 combined in an ensemble
framework with an attention mechanism, we successfully
captured subtle differences in gyroscope readings, even under
challenging conditions where smartphones were uniformly
aligned during data collection.

Our findings highlight the untapped potential of gyroscope
data as a robust and reliable fingerprint for smartphone model
detection, surpassing previous studies that relied on combi-
nations of sensors or longer data collection durations. CWT
with the Morlet wavelet for detailed time-frequency analysis
further enhanced the model’s ability to extract complex pat-
terns from the gyroscope data. A significant advantage of our
method is its reliance on short-duration (approximately 1-2
seconds) gyroscope readings, making it efficient and practical
for real-world applications where rapid and accurate device
identification is essential.

The robustness of our models in processing real-world
data suggests that similar methodologies can be applied to
other types of sensors and contexts, potentially improving
mobile device security and authentication. Building upon
these promising results, future research could explore incor-
porating additional sensors to enhance device identification
capabilities through multi-modal sensor fusion techniques.
Evaluating the method’s robustness under diverse real-world
conditions, including varying user behaviors, device orien-
tations, and environmental factors, would further validate
its applicability. Investigating the privacy implications and
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developing mechanisms to protect user data while leveraging
gyroscope readings for device authentication are also impor-
tant considerations. Extending this methodology to other
domains, such as wearable devices or IoT sensors, could
broaden the impact of our findings across different techno-
logical landscapes.

By addressing these areas, we can continue to advance the
field of device fingerprinting, enhancing security and authen-
tication methods while ensuring user privacy and adapting
to the evolving technological environment. Our work sets a
new standard in smartphone model detection using gyroscope
data alone, paving the way for future advancements and
applications in this field.
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